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Meeting Logistics
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? . . . 

Microphones Materials

All attendees are on mute. Type your questions in the 
Q&A chat box.

Briefing materials will be 
provided after event.

Questions Survey

Provide feedback via 
survey prompt at end of 
session.
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Breach Reports via OCR Breach Portal and Other 
Reports
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OCR Breach Portal Data1

 144.4M records reported breached in 2023, an increase of 156% vs 56.5 million in 2022
 2024 – 46m records from 416 breaches reported vs 414 breaches reported in 2023 same period

1 HHS Breach Portal (2024 data through 7/29/24, pulled on 7/30/24)
2 HealthEquity data breach could affect 4.3M | Healthcare Dive
3 Rite Aid says June data breach impacts 2.2 million people (bleepingcomputer.com)

Notable in OCR Breach Portal

 Includes “placeholder” reports from Change 
Healthcare (7/19) and Ascension (7/3) – each only 
listing 500 records – the minimum number that can 
be reported

Other Reported Breaches (not yet on OCR 
Portal)
 HealthEquity reported breach of 4.3M records due 

compromised vendor account with access to a 
data repository2

 Rite Aid reported 2.2M records, claiming PII bit not 
ePHI. Attack claimed by RansomHub3
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https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf
https://www.healthcaredive.com/news/healthequity-data-breach-4-3-million-affected/722792/
https://www.bleepingcomputer.com/news/security/rite-aid-says-june-data-breach-impacts-22-million-people/


Annual Cost of Data Breach Report (Ponemon)
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Other Findings

 For the 2nd year in a row, stolen or compromised 
credentials and phishing were the 2 most 
prevalent attack vectors (combined 31% of 
attacks)

 Half the breached organizations faced staffing 
and skills shortage

 70% of organizations said the breach caused 
significant or very significant business 
disruption

Of Note

 Study did not include any breaches greater than 
113,000 records. Mega data breaches of 1 
million+ records treated separately and saw 
costs of 9 times the global average.

Cost of data breach across all industries rose 10% to $4.9M and in healthcare fell 10% to $9.8M, however this 
is still the highest among any industry at $9.8M and 2X the average cost.

Data Source (IBM/Ponemon): Cost of a Data Breach Report 2024 (ibm.com)
Study period: March 2023 – February 2024

https://www.ibm.com/downloads/cas/1KZ3XE9D


Potential Blood Shortage in Southeast due to Cyber 
Attack
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 Affects blood supply for 250 hospitals in 
Florida, Georgia, and the Carolinas

 OneBlood notified customers on 7/28 of 
potential shortages and delays

 This may be related to recent Microsoft-
reported  VMWare ESXi hypervisor CVE-2024-
37085 (not confirmed)1

 H-ISAC Sector alert issued on Tuesday 7/30 
of “IT Outage”. Reported 7/31 due to 
cyberattack

 Reverting to manual procedures

 Hospitals advised to activate their critical 
blood shortage protocols

Cyber attackers continue to attack high impact healthcare supply chain targets.

Microsoft Threat Intelligence: Ransomware operators exploit ESXi 
hypervisor vulnerability for mass encryption | Microsoft Security Blog

Ransomware Details | OneBlood

https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/24505
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/24505
https://www.microsoft.com/en-us/security/blog/2024/07/29/ransomware-operators-exploit-esxi-hypervisor-vulnerability-for-mass-encryption/
https://www.microsoft.com/en-us/security/blog/2024/07/29/ransomware-operators-exploit-esxi-hypervisor-vulnerability-for-mass-encryption/
https://www.oneblood.org/pages/ransomware-details.html


North Korean Hacker Hired By Cyber Firm KnowBe4
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 Used a valid identity that was stolen from a U.S.-
based individual

 Employee passed background checks and 
verified resources

 Employee likely had his workstation connected 
“to an address that is basically an ‘IT mule 
laptop farm”

 Security Operations Center team detected “a 
series of suspicious activities” from the new hire 
when he installed info stealing malware

 No data was stolen prior to removing access

Stolen credentials and an AI Enhanced photo enabled North Korean threat actor to trick HR.

How a North Korean Fake IT Worker Tried to Infiltrate Us (knowbe4.com)

https://blog.knowbe4.com/how-a-north-korean-fake-it-worker-tried-to-infiltrate-us


Addressing Current Threat Environment
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 Conduct risk analysis at the information system and component level
 Review security awareness training program, and assess whether more sophisticated testing is required

 Is the cadence of testing appropriate?
 How are you dealing with repeat offenders?
 Are phishing tests customized to your company? Are you including, vishing, smishing? 
 How quickly are you providing training, and testing proficiency with new colleagues?

 Assess HR vetting process for hiring of new colleagues. E.g., personal and professional data 
consistency checks, reference checks via phone, address validation, on camera requirements

 Limit the amount of data vendors store, as well as their level of access

 Increase monitoring, detection and response capabilities

 Be aware of the TTPs of ransomware threat actors, particularly those that are specifically targeting 
healthcare and implement recommended mitigation and detection (refer to previous briefings)

Specific recommendations related to content in this briefing



Unpacking HHS's 
Latest Cybersecurity
Performance Goals (CPGs)

Jon Moore, JD MS HCISPP



HHS’s CPGs Fulfill Goal of HHS Healthcare Sector 
Cybersecurity Strategy

©2024 Clearwater Security & Compliance LLC 11

The Healthcare Sector Cybersecurity strategy provides an overview of HHS’ proposed framework to help the
healthcare sector address cybersecurity threats and protect patients.

HHS will take the following concurrent steps:
1. Establish voluntary cybersecurity performance goals for 

the healthcare sector
2. Provide resources to incentivize and implement these 

cybersecurity practices
3. Implement an HHS-wide strategy to support greater 

enforcement and accountability
4. Expand and mature the one-stop shop within HHS for 

healthcare sector cybersecurity

Source: https://aspr.hhs.gov/cyber/Documents/Health-Care-Sector-Cybersecurity-Dec2023-508.pdf

”The Healthcare and Public Health Sector-
specific Cybersecurity Performance Goals 
(HPH CPGs) will help healthcare institutions 
prioritize implementation of high-impact 
cybersecurity practices. HPH CPGs will include 
both “essential” goals to outline minimum 
foundational practices for cybersecurity
performance and “enhanced” goals to 
encourage adoption of more advanced 
practices.”



HHS’s CPGs Align With Existing Frameworks
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“Built off the chassis of CISA’s CPGs and informed by common industry cybersecurity frameworks, 
guidelines, best practices, and strategies (e.g., Healthcare Industry Cybersecurity Practices, National Institute 
of Standards and Technology (NIST) Cybersecurity Framework, Healthcare and Public Health Sector 
Cybersecurity Framework Implementation Guide, and the National Cybersecurity Strategy).”

Each CPG is mapped to 
related HICP practices and 
sub-practices, CISA CPGs, 
NIST CSF Subcategories, and 
NIST 800-53 Controls.

Sources:
• https://www.cisa.gov/cross-sector-

cybersecurity-performance-goals
• https://hphcyber.hhs.gov/performance-

goals.html
• https://hphcyber.hhs.gov/documents/cybersecu

rity-performance-goals.pdf

https://www.cisa.gov/cross-sector-cybersecurity-performance-goals
https://www.cisa.gov/cross-sector-cybersecurity-performance-goals
https://www.cisa.gov/cross-sector-cybersecurity-performance-goals
https://www.cisa.gov/cross-sector-cybersecurity-performance-goals
https://www.cisa.gov/cross-sector-cybersecurity-performance-goals
https://www.cisa.gov/cross-sector-cybersecurity-performance-goals


HHS’s CPGs include Essential and Enhanced Goals 
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These CPGs are a voluntary subset of cybersecurity practices that healthcare organizations, and healthcare 
delivery organizations in particular, can prioritize to strengthen cyber preparedness, improve cyber 
resiliency, and ultimately protect patient health information and safety. 

To help healthcare organizations 
address common vulnerabilities by 
setting a floor of safeguards that will 
better protect them from cyber attacks, 
improve response when events occur, 
and minimize residual risk.

Essential Goals Enhanced Goals

To help healthcare organizations 
mature their cybersecurity 
capabilities and reach the next level 
of defense needed to protect 
against additional attack vectors.



HHS Provides Goal Statements and Mappings
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HHS’ Healthcare and Public Health Sector-Specific Cybersecurity Performance Goals document includes 
statement of the goal and mappings to NIST CSF 1.1, HICP Practices and Sub-Practices, NIST 800-53 Rev 5 
and mitigated threats.

Source: https://hphcyber.hhs.gov/documents/cybersecurity-performance-goals.pdf



HHS CPG Essential Goals 1 - 5
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Essential Goals Goal Statement

Mitigate Known Vulnerabilities Reduce the likelihood of threat actors exploiting known vulnerabilities to 
breach organizational networks that are directly accessible from the Internet. 

Email Security Reduce risk from common email-based threats, such as email spoofing, 
phishing, and fraud. 

Multifactor Authentication Add a critical, additional layer of security, where safe and technically capable, 
to protect assets and accounts directly accessible from the Internet

Basic Cybersecurity Training Ensure organizational users learn and perform more secure behaviors. 

Strong Encryption
Deploy encryption to maintain confidentiality of sensitive data and integrity of 
Information Technology (IT) and Operational Technology (OT) traffic in 
motion. 



HHS CPG Essential Goals 6 - 10
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Essential Goals Goal Statement

Revoke Credentials
Prevent unauthorized access to organizational accounts or resources by
former workforce members, including employees, contractors, affiliates, and 
volunteers by removing access promptly. 

Basic Incident planning and 
Preparedness

Ensure safe and effective organizational responses to, restoration of, and 
recovery from significant cybersecurity incidents. 

Unique Credentials
Use unique credentials inside organizations’ networks to detect anomalous 
activity and prevent attackers from moving laterally across the organization, 
particularly between IT and OT networks. 

Separating User and Privileged 
Accounts

Establish secondary accounts to prevent threat actors from accessing 
privileged or administrative accounts when common user accounts are
compromised. 

Vendor/Supplier Cybersecurity 
Requirements

Identify, assess, and mitigate risks associated with third party products and
services. 



HHS CPG Enhanced Goals 1 - 5
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Enhanced Goals Goal Statement

Asset Inventory Identify known, unknown (shadow), and unmanaged assets to more rapidly 
detect and respond to potential risks and vulnerabilities. 

Third Party Vulnerability 
Disclosure

Establish processes to promptly discover and respond to known threats and
vulnerabilities in assets provided by vendors and service providers. 

Third Party Incident Reporting Establish processes to promptly discover and respond to known security 
incidents or breaches across vendors and service providers. 

Cybersecurity Testing Establish processes to promptly discover and responsibly share vulnerabilities 
in assets discovered through penetration testing and attack simulations. 

Cybersecurity Mitigation Establish processes internally to act quickly on prioritized vulnerabilities 
discovered through penetration testing and attack simulations. 



HHS CPG Enhanced Goals 6 - 10
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Enhanced Goals Goal Statement

How to Respond to Relevant 
Threats

Ensure organizational awareness of and ability to detect relevant threats and 
TTPs at endpoints. Ensure organizations are able to secure entry and exit
points to its network with endpoint protection. 

Network Segmentation Mission critical assets are separated into discrete network segments to 
minimize lateral movement by threat actors after initial compromise. 

Centralized Log Collection
Collection of necessary telemetry from security log data sources within an 
organization’s network that maximizes visibility, cost effectiveness, and faster 
response to incidents. 

Centralized Incident Planning and 
Preparedness

Ensure organizations consistently maintain, drill, and update cybersecurity
incident response plans for relevant threat scenarios. 

Configuration Management Define secure device and system settings in a consistent manner and 
maintain them according to established baselines. 



The Future for HHS’s CPGs
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There is currently significant chatter out of Washington that the HHS CPGs will become mandatory for 
organizations  participating in Medicare and Medicaid. 

HIPAA Security Rule Promoting Interoperability Program

It is anticipated that these CPGs will 
become mandatory through an 
amendment of the HIPAA Security Rule. 
It is currently anticipated that 
amendments to the HIPAA Security 
Rule, including new cybersecurity 
requirements, will be implemented in 
September 2024, but that deadline may 
be extended.

CMS will also likely propose new 
cybersecurity requirements for hospitals 
through Medicare and Medicaid in the 
form of Medicare or Medicaid 
conditions of participation or as part of 
the Medicare Promoting Interoperability 
Program. It is currently unknown when 
CMS will begin the rulemaking and 
comment process for proposed 
enforceable cybersecurity requirements.

Source: https://www.jdsupra.com/legalnews/hhs-
cybersecurity-performance-goals-and-4688203/



Biden’s FY 2025 Budget Includes Proposed Funding 
and Penalties
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Biden Administration’s FY 2025 
Budget in Brief, released in March 
2024, in which the administration 
proposed to establish “essential” 
and “enhanced” incentive 
structures to encourage hospitals, 
if applicable, to upgrade their 
cybersecurity practices. HHS also 
proposed penalties for certain 
hospitals that fail to implement 
“essential” and “enhanced” 
cybersecurity practice standards.

FY 2027 and FY 2028, HHS 
would transfer $800 million from 
the Medicare Hospital Insurance 
Trust Fund to approximately 
2,000 high-needs hospitals that 
would be used to implement 
“essential” cybersecurity practice 
standards. In connection with 
hospitals’ participation in the 
Promoting Interoperability 
Program, acute care hospitals 
that do not adopt essential 
cybersecurity practices would be 
responsible for penalties.

During FY 2029 and FY 2030, 
HHS would transfer $500 million 
from the Medicare Hospital 
Insurance Trust Fund to all 
hospitals to implement 
“enhanced” cybersecurity 
practices. CMS has the 
opportunity to transition the 
“enhanced” cybersecurity 
practice standards to being 
required under the Promoting 
Interoperability Program as of FY 
2031, and hospitals that do not 
adopt CMS-chosen enhanced 
cybersecurity practices would be 
responsible for penalties.

Source: https://natlawreview.com/article/hhs-health-
care-cybersecurity-performance-goals-proposed-
incentives-penalties-and

FY 2025 FY 2027-28 FY 2029-30



Small Organizations Will Need to Do More to Achieve 
the CPGs
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The CPGs align to primarily the Health Industry Cybersecurity Practices recommended for Medium and, in 
some cases, Large organizations. 

Essential CPG HICP Reference

Mitigate Known Vulnerabilities 7.M.A, 7.M.B, 2.M.A

Email Security 1.M.A, 1.M.D, 1.M.B

Multifactor Authentication 3.M.A, 3.M.C, 3.M.D

Basic Cybersecurity Training 1.M.D, 10.M.C

Strong Encryption 1.M.C, 2.M.A, 4.M.C

Revoke Credentials for Departing 
Workforce Members, Including 
Employees, Contractors, Affiliates, and 
Volunteers

3.M.B, 3.M.C

Basic Incident Planning and Preparedness 8.M.B, 10.M.A, 4.M.D

Unique Credentials 3.M.A, 3.M.B, 3.M.C, 3.M.D

Separate User and Privileged Accounts 3.M.A, 3.M.B, 3.M.C, 3.M.D

Vendor/Supplier Cybersecurity 
Requirements

10.M.B

Enhanced CPG HICP Reference

Asset Inventory 5.M.A, 5.M.B, 5.M.C, 7.M.C

Third Party Vulnerability Disclosure 10.M.B

Third Party Incident Reporting 10.M.B, 7.M.D, 8.M.C

Cybersecurity Testing 7.L.A, 7.L.C, 8.M.C

Cybersecurity Mitigation 8.M.C, 7.M.D, 7.L.B

Detect and Respond to Relevant Threats 
and Tactics, Techniques, and Procedures

2.L.C

Network Segmentation 6.M.B

Centralized log Collection 8.M.A, 8.M.B

Centralized Incident Planning and 
Preparedness

8.M.A, 8.M.B

Configuration Management 7.M.D



Raises the Question of What Achieving a Goal Means 
and What Might be Required to Demonstrate It
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If the Cybersecurity Performance Goals become something more than voluntary for at least a portion of the 
healthcare industry, how will they be enforced, by whom, and what will be required to demonstrate 
achievement of each goal? 

Enforcement Compliance Penalties

• Will they be enforced by OCR as 
part of HIPAA and if so, will it only 
be because of an audit or 
investigation?

• Will the HIPAA Audit protocol also 
receive an update?

• If part of Promoting 
Interoperability will CMS require 
an attestation similar to what they 
do with Risk Analysis?

• HHS Strategy calls for greater 
enforcement and accountability. 

• What evidence can and should be 
provided to demonstrate goal 
achieved?

• Will it be the same for all 
organizations regardless of size 
and segment?

• How will small healthcare 
organizations fund be coming 
compliant?

• HHS Strategy calls for resources 
to incentivize implementation of 
cybersecurity practices. 

• Will the proposed penalties see 
adoption?

• What about requirements for 
business associates?

• Will the CPGs be irrelevant by the 
time they are required?



The Federal Healthcare Cybersecurity Ecosystem is 
Growing
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The Federal Healthcare Cybersecurity 
Ecosystem is growing quickly and 
extends well beyond the 
requirements of HIPAA and 
enforcement from OCR. 

Source: https://aspr.hhs.gov/cyber/Documents/Health-
Care-Sector-Cybersecurity-Dec2023-508.pdf



Q&A
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Upcoming Webinars

Register here Register here Register here

https://clearwatersecurity.com/upcoming-webinars/ocr-quality-risk-analysis-working-lab-2024-beginning-august-7th-1100-am-ct/
https://clearwatersecurity.com/upcoming-webinars/making-the-move-to-proactive-patient-privacy-monitoring-september-10-1200-cst/
https://clearwatersecurity.com/upcoming-webinars/ocr-quality-risk-response-working-lab-september-18th-25th-1100am-1200pm-ct/


Upcoming Industry Events
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We are here to help. 
Moving healthcare organizations to 

a more secure, compliant, and 
resilient state so they can achieve 

their mission.
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www.ClearwaterSecurity.com

800.704.3394

LinkedIn | linkedin.com/company/clearwater-security-llc/

http://www.clearwatersecurity.com%C2%A0/
https://www.linkedin.com/company/clearwater-compliance-llc/


29

Legal Disclaimer
Although the information provided by Clearwater Security & Compliance LLC may be helpful in informing customers and others who have an interest in 
data privacy and security issues, it does not constitute legal advice. This information may be based in part on current federal law and is subject to 
change based on changes in federal law or subsequent interpretative guidance. Where this information is based on federal law, it must be modified to 
reflect state law where that state law is more stringent than the federal law or other state law exceptions apply. This information is intended to be a 
general information resource and should not be relied upon as a substitute for competent legal advice specific to your circumstances. YOU SHOULD 
EVALUATE ALL INFORMATION, OPINIONS AND RECOMMENDATIONS PROVIDED BY CLEARWATER IN CONSULTATION WITH YOUR LEGAL OR 
OTHER ADVISOR, AS APPROPRIATE.

Copyright Notice
All materials contained within this document are protected by United States copyright law and may not be reproduced, distributed, transmitted, 
displayed, published, or broadcast without the prior, express written permission of Clearwater Security & Compliance LLC. You may not alter or 
remove any copyright or other notice from copies of this content.

*The existence of a link or organizational reference in any of the following materials should not be assumed as an endorsement by Clearwater 
Security & Compliance LLC. 
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