eaders
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Logistics

= All attendees in “Listen Only Mode”

* Please ask content-related questions
iNn Q&A

= Recording, final slides, and resources
shared within 24 hours

* Please take a few minutes to provide

feedback via survey prompt at the end of
this session

£% Clearwater



Today’s Experts

Lisa Munro

Program Engagement Lead,
HHS 405(d)

Over 10 years in strategic communications and
program development for government and
private sector clients.

Specializes in developing and implementing
marketing and communication plans,
stakeholder engagement, and content creation.

Expertise leading initiatives for the U.S.
Department of Health and Human Services,
managing cybersecurity awareness programs,
and creating branding strategies for government
agencies and private sector clients.

Specializes in digital campaigns, conference
strategies, and legislative communications, with
a focus on enhancing visibility and driving
behavioral change in cybersecurity practices.

£% Clearwater

Steve Cagle

CEOQO, Clearwater

20 years growing and scaling private equity-
backed healthcare companies

15 years B2B Software & Consulting Services
10 years OTC, Rx pharmaceutical

Former CEO for Moberg Pharma North
America, a subsidiary of Moberg Pharma
AB (OMX:MOB)

Former CEO of Alterna LLC

Former Founding member and VP

of Product Management

& Marketing of Sparta Systems, Inc.

Board of Directors of CMP Pharma Inc.



Threats to Healthcare Continue to Grow

12% decrease in the
Healthcare Records Breached number of records

breached first 6 months
2023; however, increase of
7% In number of breaches
reported

160,000,000
140,000,000
120,000,000
100,000,000

80,000,000 56,508,975

Key factors include:

60,000,000 54,110,324

44,964,471
40,000,000 34,398,992
20,000,000 14,232,822
5,306,786
i D

2017 2018 2019 2020 2021 2022 2023 Jan -Jun 2024

= Growing attack surface
= Highly valuable data

= Highly targeted
= Low level of maturity

'HHS Breach Portal (data for 2023 pulled March 21, data for 2024 pulled July 3, 2024).

= Limited resources

€% Clearwater ;



Ransomware Threat Continues to Increase

Infrastructure Sectors Affected by Ransomware

Defense Industrial Base | 2
Water and Wastewater Systems JJj 8

Emergency Services JJj ¢

Chemical [ 24
Energy N 20
Communications [ 32
Transportation | 44
Food and Agriculture || IEGENG 75
Commercial Facilities |GGG =7
Financial Services || GGG 1::
Information Technology | :-
Government Facilities | NG 15
Critical Manufacturing |, :i:
[ Healthcare and Public Health [, ]

IAt Least 141 Were Hospitals Directly Affected by Ransomware Attacks in 2023 (hipaajournal.com)

2Ransomware triggers cyberinsurance claims increase | SC Media (scmagazine.com)
32023 FBI Internet Crime Report.pdf
4GuidePoint Security QI 2024 Ransomware Report

£% Clearwater

O5% increase in ransomware in 2023!

13% Increase in Insurance Claims —
increase primarily driven by
ransomware 20232

Healthcare is the most targeted critical
infrastructure industry by ransomware
gangs?

Total losses from internet crime
Increased in the U.S. by 22% in 2023 to
$12.5 Billion®

20% increase in reported victims in Ql
2024 vs Q1 20234


https://www.hipaajournal.com/2023-healthcare-ransomware-attacks/#:~:text=Emsisoft%20said%2032%20of%20the,29%2C900%25%20to%20around%20%241.5%20million.
https://www.scmagazine.com/brief/ransomware-triggers-cyberinsurance-claims-increase
https://www.ic3.gov/media/pdf/annualreport/2023_ic3report.pdf
https://www.guidepointsecurity.com/newsroom/guidepoint-security-finds-increased-ransomware-activity-new-group-behavior-patterns-in-q1-2024-ransomware-report/

Cybersecurity Is Patient Safety

Emergency Services

* Loss of communication
with other hospitals

* Diversion of
ambulances

Patient Portal

* Inability to view
records, test results,
or upcoming
appointments

Laboratory

+ Closure of COVID-19 testing
sites

* Delay of processing and
communicating test results

£% Clearwater

Outpatient Services

+ Delay or cancellation of
elective surgeries

Radiology

« Inability to requisition
SCans or imaging

Electronic
Health Records

* Inaccessible patient
record systems

« Staff required to manually
record patient progress
and treatment

2021: CISA reported ransomware causes, worsened
health outcomes as measured in excess deaths due
to disruption.]

2022: Of all providers who had a ransomware attack,
22% reported increased in mortality rates following
the attack.?

2023: JAMA study found hospitals adjacent to others
affected by ransomware attacks may see disruptions
in patient care and risks to increased mortality.:

2023: FBI and DOJ now treating patient cyber-attacks
as “threat to life” crimes.?

1_CISA Insights Report: Provide Medical Care is in Critical Condition: Analysis and Stakeholder Decision Support to Minimize Further Harm

2 Cyberattacks against U.S. hospitals mean higher mortality rates, study finds (nbcnews.com)

3 Ransomware Attack Associated With Disruptions at Adjacent Emergency Departments in the US | Emergency Medicine | JAMA Network

Open | JAMA Network (UC San Diego study pre and post Scripps Health ransomware attack published in JAMA).

4 "Hospital Resiliency Landscape Analysis.” Healthcare and Public Health Sector Coordinating Council, Office for Civil Rights, Centers for
Medicare and Medicaid Services, and HHS 405(d) Working Group. Joint Publication. March 2023."


https://www.cisa.gov/sites/default/files/publications/Insights_MedicalCare_FINAL-v2_0.pdf
https://jamanetwork.com/journals/jamanetworkopen/fullarticle/2804585
https://www.nbcnews.com/tech/security/cyberattacks-us-hospitals-mean-higher-mortality-rates-study-finds-rcna46697
https://405d.hhs.gov/Documents/405d-hospital-resiliency-analysis.pdf

What We Do & Who We Are

The HHS 405(d) Program is a collaborative effort between The Health Sector Coordinating Council and
the federal government to align healthcare industry security practices. The 405(d) Program is
focused on providing organizations across the nation with useful and impactful Healthcare and Public
Health (HPH) focused resources, products, and tools that help educate, raise awareness, and provide

vetted cybersecurity best practices which drive behavioral change and strengthen the sector’s
cybersecurity posture against cyber threats.




405(d) Task Group

The core of the 405(d) program is it's task group
members. Convened by HHS in 2017, the 405(d)
task group is comprised of over 230 + information
security officers, medical professionals, privacy
experts, and industry leaders.

The task group members help drive all aspects of
the 405(d) program, to include official program
products, awareness campaigns, engagements,
and outreach channels.

The task group is actively collaborating and
working on a host of new resources for the sector
including an update to the HICP publication and
a new ERM Cybersecurity publication both of
which are planned to be released in 2022/early
2023




A Brief History of 405(d)

Founding Law

2015  Cybersecurity Act of 2015 (CSA) calls upon HHS to work with industry to Align
Health Care Industry Security Approaches

Task Group Formed

2017 HHS in partnership with the Health Sector Coordinating Council establish the
405(d) Task Group. The Task Group begins to develop a "best practices’
publication

HICP Release

2018 After significant analysis of the current cybersecurity issues facing the HPH
Sector, the Task Group developed and released the Health Industry
Cybersecurity Practices: Managing Threats and Protecting Patients

Outreach and Engagement Begins

2019 HHS builds a federal program around the 405(d) Task Group, with a focus on
HPH cyber outreach and engagement

PL116-321 (HITECH Amendment) Passes

To amend the Health Information Technology for Economic and Clinical Health
2021 Act (HITECH) to require the Secretary of Health and Human Services (HHS) to

consider certain recognized security practices of covered entities and business

associates when making certain determinations, and for other purposes.

Product Expansion and Knowledge on Demand

2023 » HHS 405(d) Program releases HICP 2023 Edition, Hospital Cybersecurity
Landscape Analysis, and Knowledge on Demand Education Platform. Over the
years the 405(d) Program has developed and released 210 products for the
sector to continue to leverage. 9



2021 HITECH Amendment

H.R.7898 — 116th Congress (2019-2020)

To amend the Health Information Technology for
Economic and Clinical Health Act (HITECH) to require
the Secretary of Health and Human Services (HHS) to
consider certain of
covered entities and business associates when
making certain determinations, and for other
purposes.

Sighed January 5,2021 | Public Law No: 116-321
Recognized Security Practices

What are Recoghnized Security Practices?

The standards, guidelines, best practices, methodologies, procedures, and processes developed
under the:

- National Institute of Standards and Technology (NIST) Cybersecurity Framework

- HHS 405(d) Program approaches

- Other programs and processes that address cybersecurity and are developed, recognized, or
promulgated through regulations under other statutory authorities

10



Health Industry

Cybersecurity Practices: Health Industry Cybersecurity
Managing Threats and

Practices Publication
2023 Edition

Protecting Patients

11



405(d)'s Cornerstone Publication

Cybersecurity threats evolve each year and with them comes new mitigating practices. The HICP 2023
Edition has been updated by industry and government professionals to include the most relevant and cost-
effective ways to mitigate the current cybersecurity threats the HPH sector is facing. After significant
analysis of the current cybersecurity issues facing the healthcare industry, the 405(d) Task Group agreed on
the development of three HICP components—a main document and two technical volumes, and a robust
appendix of resources and templates.

The Main Document

examines cybersecurity threats and
vulnerabilities that affect the
healthcare industry. It explores five (5)
current threats and presents ten (10)
practices to mitigate those threats.

".

Qi

 SITITIETF

Technical Volume 1 discusses these
ten cybersecurity practices for small

healthcare organizations.

Technical Volume 2 discusses these
ten cybersecurity practices for
medium and large healthcare
organizations.




Top 5 Cybersecurity Threats and
10 Mitigating Practices

. Social Engineering 1. Email Protection Systems
2. Endpoint Protection Systems

3. Access Management
Ransomware 4. Data Protection and Loss Prevention
5. Asset management

7. Vulnerability Management
= 8. Incident Response
9. Medical Device Security
10. Cybersecurity Policies

Insider Accidental or Malicious Data Loss

. Loss or Theft of Equipment or Data 6. Network Management

. Attacks Against Network Connected Medical Devices




What's Newin HICP 2023

The HICP Main Document has been updated to renew our call
to action to maintain patient safety and includes new
cybersecurity strategies such as Zero Trust and Defense in
Depth.

Email Phishing is now Social Engineering

Top Ten Practices Updates

Cybersecurity Practice #9 on Network

Connected Medical Devices has been fully updated 14

Cyber Practice #10 is now Cybersecurity Oversight and
Governances

Additional NEW Sub-Practices

Cyber insurance

Cybersecurity Risk Assessment and Management
Attack Simulations

Medical Devices (Major Updates)




Benefits of 405(d) HICP

405(d) HICP fosters awareness, helps prioritize cybersecurity practices, and moves
towards consistency within the HPH sector in mitigating the current most impactful

cybersecurity threats.

Starting point for Communicates to Practices are aligned to
Implementing basic threats to the the top b threats facing
cybersecurity practices organization and helps the healthcare sector.
establish goails.
Flexible to meet the Can demonstrate Maps to other
needs and resources of recognized security established frameworks
different size practices are and requirements.
organizations. Implemented.

€% Clearwater



Use Cases: Healthcare Organizations

Clearwater recommends 405(d) HICP and leverages it in many ways to support its
healthcare clients to become more secure and resilient.

Use .. your cybersecurity
practices to determine

Case if they are reasonable
and appropriate for the
size of your healthcare

organization

.. a baseline
cybersecurity program
that prioritizes
Implementation of
405(d) practices

.. d common minimum
cybersecurity standard for
independently managed
business units, companies,
service lines, etc.

TyplCC” Hospitals, medium —

large healthcare
Org S. providers and business
associates

£% Clearwater

Small — medium
healthcare providers,
digital health companies,
service providers,
healthcare divisions of
larger companies

Private equity firms

measuring portcos,

Integrated Delivery
Networks

16



Top 10 Practices & Sub-practices Alighed to Size

Top 10 practices, and example of variation between the small, medium &
large.

. Email Protection Systems Small Organization
2. End pOint Protection SyStemS Cybersecurity Practice Sub-Practice
3. Access quqgement 1: Email Protection Systems 1.5.A Email System Configuration
) ] 1.5.B Education
4. Data Protection and Loss Prevention 1.5.C Phishing Simulation
5. Asset Management
Medium Organization
6. Network Management
Cybersecurity Practice Sub-Practice
/. VUInerOblllty Mdnagement 1: Email Protection Systems 1.M.A Basic Email Protection Controls
8. Secu rlty OperOtiOnS Center and 1.M.B Multifactor Authentication for Remote Access
. 1.M.C Email Encryption
Incident Response 1.M.D Workforce Education

9. Network Connected Medical Devices

Large Organization

10. Cybersecurity Oversight and
Governance

Cybersecurity Practice Sub-Practice

1: Email Protection Systems 1.L.A Advanced and Next-Generation Tooling
1.L.B Digital Signatures
1.L.C Analytics Driven Education

£% Clearwater
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Hospital Cyber
Resiliency Initiative

Landscape Analysis

Hospital Cyber Resiliency

Initiative Landscape Analysis
2023
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Landscape Overview
® &
o

Executive Summary

Overview of key observations, HICP Practice
Adoption and a note on Data sources

Threat Analysis

Overview of the evolving threat of ransomware
and links between threats and mitigations

Capabilities and Performance
Assessment

Covers staff analysis, cyber expense, coverage
to NIST and HICP

Adoption of HICP Practices

Covers practices in HICP that have significant
progress, need improvement, and need
additional research, and non urgent items



Adoption of HICP Practices

No Action Required -
Significant Progress Made

« Email protection systems

Urgent Improvement Needed

« Endpoint protection systems
« Access management

« Network management

* Vulnerability management

* Incident response

Additional Research Required

« Asset management
- Medical device security
« Cybersecurity policies

Further Attention Recommended -
Not Urgent

- Data protection and loss prevention

20



HPH Cybersecurity Performance Goals

The Department of Health and Human Services (HHS) helps the Healthcare
and Public Health (HPH) critical infrastructure sector prepare for and

respond to cyber threats, adapt to the evolving threat landscape, and build
a a more resilient sector. As outlined in the HHS Healthcare Sector

Cybersecurity concept paper, HHS is publishing these voluntary healthcare
specific Cybersecurity Performance Goals (CPGs) to help healthcare
organizations prioritize implementation of high-impact cybersecurity
practices.

About HPH CPGs

These CPGs are a voluntary subset of cybersecurity practices that
healthcare organizations, and healthcare delivery organizations in
particular, can prioritize to strengthen cyber preparedness, improve
cyber resiliency, and ultimately protect patient health information and
safety. They were built off the chassis of CISA’'s CPGs and informed by
common industry cybersecurity frameworks, guidelines, best
practices, and strategies The HPH CPGs directly address common
attack vectors against U.S. domestic hospitals as identified in the 2023
ospital Cyber Resiliency Landscadpe Analysis.

21


https://www.hhs.gov/about/news/2023/12/06/hhs-announces-next-steps-ongoing-work-enhance-cybersecurity-health-care-public-health-sectors.html
https://405d.hhs.gov/landscape-analysis

Essential Goals

To help healthcare organizations address commaon vulnerabilities by
setting a floor of safeguards that will better protect them from cyber
attacks, improve response when events occur, and minimize residual
risk.

To aid in further understanding the alignment to HICF we have included
the links to the HICP sub-practices page for each CPG.

Mitigate Known Vulnerabilities

Reduce the likelihood of threat actors exploiting known vulnerabilities to
breach organizational networks that are directly accessible from the
Intemet.

HICP Practices: HICP Sub-Practices:

Vulnerability Management Host/Server-Based Scanning
Endpoint Protection ({7TMA)
Web Application Scanning
(7TMB)
Basic Erfpoigf Protection

(2 Mgy >
NIST Controls ClSgeP

CA-2, CA-5, CA-T, CA-8, PM-4, Mitigating erabilities
PM-15, RA-3, RA-5, 3A-5, SA- (1.E)

11, 51-2, SI-4, 51-5, RA-1, RA-3, No Exploit es on the
RA-5, SI-2, CA-5, PM-4, PM-3, Internet (2.

PM-28, RA-T, CA-1, CA-2, RA-1,

PM-4, PM-15, RA-7, 51-5, SR-6

AC-1, AC-17, AC-19, AC-20, 5C-

15

Additional Resources:

CISA's Vulnerability Scanning (VS)
Known Exploited Vulnerabilities Catalog

HPH Cybersecurity Performance Goals

Enhanced Goals

To help healthcare organizations mature their cybersecurity capabilities
and reach the next level of defense needed to protect against additional

attack vectors.

To aid in further understanding the alignment fo HICF we have included
the links to the HICP sub-practices page for each CPG.

Asset Inventory

Identify known, unknown (shadow), and unmanaged assets to more

rapidly detect and respond to new vulnerabilities.

HICP Practices:

» [T Asset Management

MNIST Controls

CM-8, PM-5, CM-8, AC-20, PM-
b, SA-9, AU-12, CA-T, CM-3,
5C-b, SC-7, 51-4

HICP Sub-Practices:

Inventory of Endpoints and
Servers | 5.M.A)
Procurement { 5.M.B )
Secure Storage for Inactive
Devices ( 5M.C )

System Placement and Data
Classification ( 7.M.C ) I

CISACPGIDs ™~ , &
Asset Inventory {‘1.#(

Health Industry
Cybersecurity Practices:
Managing Threats and
Protecting Patients

2023 Edition

“ / *x Healthcare & Public Health
C Sector Coordinating Council

X % } PUBLIC PRIVATE PARTNERSHIP




HPH Cybersecurity Gateway

Welcome to o
Health & Human Services 3

HPH Cybersecurity Gateway. (-

o
.
=3

Connecting the Healthcare and Public Health (HPH) Sector with specialized healthcare
specific cybersecurity information & resources from across the U.S. Department of
Health and Human Services and other federal agencies.

Q hphcyber.hhs.gov &

The HHS 405(d) Program

Aligning Health Care Industry
Security Approaches

The HHS 405(d) Program is a collaborative effort between
the Health Sector Coordinating Council and the federal
government to align heaithcare industry security approaches
by providing useful HPH-focused resources to help educate,

H I R I P raise awareness, and drive behavioral change
”\ .;“g\'\\""._,.-




Knowledge on Demand
Education Platform
2023
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Knowledge on Demand

The delivery methodologies for Knowledge on Demand include:

Job Aids Interactive Training Videos
Eo These are single documents with key tips related to the These videos are launched from the 405(d) KOD webpage
topic. This format is meant to be used as an “on-the-job” but can also be downloaded by the end user. They include

resource tool. They can provide instructional steps if recorded audio to take the trainee through the video along

necessary to meet the training objectives. with interactive content to include knowledge checks and animations.

Key Benefits: Job aids are useful since an employee can reference one Key Benefits: This interactive delivery method provides end users
throughout the day-to-day operations. They can also act as reminders flexibility to access each threat topic at their own time due to the easy

about topics covered in more formal trainings. of access from the website.

2 Learning Management System (LMS) File
@ Content intended for an LMS will be similar in look and These can be leveraged for in person or on-site
experience as the previously discussed Interactive Training presentations. These will include facilitator notes with
video. Content will be exported and saved to a file type slide specific content and knowledge checks to reinforce
compatible for import to an organization's LMS platform. learning. Such presentations can be delivered in presentation mode or

PowerPoint Trainings

in a “Lunch n Learn” format at your location.

Key Benefits: This delivery method will allow larger organizations that
already have an LMS platform and want to add our content directly to Key Benefits: PowerPoint presentations are useful tools because
their system. This will be especially useful if they do not already have they encourage discussion between employees and managers. It also

allows the organization to better tailor their training to meet their
specific needs.

cybersecurity training courses.

Visit our website at 405d.hhs.gov/KOD to experience this new learning
platform and explore the ways you can integrate this platform into the
awareness education for all employees at your healthcare organization.




HHS/405(d) Awareness

Materials
Cyber Hygiene Posters, In Depth Infographics,
Social Media Outreach

405(d) Outreach

The 405(d) Program produces Bi-monthly
Newsletters and Spotlight Webinars to
increase cybersecurity awareness

Knowledge on Demand

Education platform offering Cybersecurity
Awareness training on the top 5 cyber
threats facing the healthcare sector!
Interactive videos, job aids and PowerPoints
with notesl!.

Official Task Group Products

These resources are official products
produced by the 405(d) Task Group. Examples
include the HICP Publication, Quick Start
Guides, New OCCI Publication, and b threat
flyers.

CYBER DILIGENCE
HEALTH CRISES

405(d) Program Presents:

During a health crisis, keeping patients safe is the #1 priorit

so remember, Cyber Safety is Patient Safety.

most prevalent

Logdj
HHS 405(d)

December 17, 2¢
The 405(d) Situation, Background,

A concise
statement of
the problem

Pertinent and
brief information
related to the
situation

Analysis and
considerations of
options—what we
found and think

To protect your patients and
organization, keep in mind
these cyber safety tips:

1. Don't click it, check it
Slrumm 2.Prevent it, See it, Report it
toa comn
st 3.Secure your home office
malicovs x4 Know your back up plans

Healthcare and
released Apach
organization ar

5. Be mindful not to connect or

Vulnerability G plug in personal devices into
unknown implic
becauscof lega work stations

precautions th:
tools and resou

ACKGR
enabling
thatitis

KEEP YOUR PATIENTS SAFE BY PRACTICING THESE CYE
assist with use

@ HHS 405(d)
Kiging Voot Com
password whe Bl vy i sy Apeiecias

This is acommonly used vendor product and IT solution. It can be susceptible to hackers whao can
use this access to perpetrate further attacks against the organization, such as deploying malware,
downloading more attack tools, and pivoting into the broader network.

SSESSMENT: The popularity and accessibility of the Logdj software makes it a potential
Arisk to all healthcare organizations regardless of size, This vulnerability is becoming more

widespread every day. At this time, the true impact of this vulnerability is unknown because
the various ways of exploitation are still being identified. It is estimated that this vulnerability could
potentially affect hundreds of millions of devices, networks, and/or software platforms.
Healthcare organizations are dependent on readily available devices and software that are vendor
supplied and connected to an external network to operate. These complex and interconnected
devices affect patient safety and privacy. They represent potential attack vectors across an
organization like medical equipment such as bedside monitors that monitor vital signs during an
inpatient stay. Or, they may be more complicated, like infusion pumps that deliver specialized
therapies and require continual drug library updates. If an attacker gained access to the network
through a vulnerability such as Log4j, they would be able to gain control of the software and could
potentially disconnect devices from the network, therefore, causing a disruption to daily procedures
and putting patient safety at risk.
Many mainstream and well-known organizations, including cloud services, are already utilizing the
Log4j software and may be vulnerable. This includes cloud applications that medical organizations
utilize for Electronic Health Records (EHR) services and outsourced security services such as
Software as a Service (SaaS). For an updated list of vendors/products that are affected, please visit:

https:#github.com/cisagov/logdj-affected-db

Be cautious of the 5

cybersecurity threats
during a health crisis

1.Ransomware Attack
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A Case Study of “Cancer Care in
the Wake of a Cyber Attack™
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JHHS 405(d)

-] Aligning Health Care
Industry Security Approaches

Questions?

Visit Our Website

405d.hhs.gov

Do you follow us on social media?
Check us out @ask405d




Upcoming Webinars

Healthcare and the DoD: OCR-Quality® Risk Analysis

Preparing for CMMC Compliance | Cl?ar. water’s Monthly Cyber Working Lab 2024: Beginning
July 31@12:00 CST Briefing | 12pm - 1pm CT August 7th @ 1:00 am CT
Register here August 1 -Register here Register here

I\

ane Clearwater 8


https://clearwatersecurity.com/upcoming-webinars/healthcare-and-the-dod-preparing-for-cmmc-compliance-july-31-1200-cst/
https://clearwatersecurity.com/upcoming-webinars/ocr-quality-risk-analysis-working-lab-2024-beginning-august-7th-1100-am-ct/
https://clearwatersecurity.com/monthly-cyber-briefing/
https://clearwatersecurity.com/monthly-cyber-briefing/

IS
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We are here to help.

Moving healthcare organizations to
a more secure, compliant, and
resilient state so they can achieve
their mission.
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http://www.clearwatersecurity.com /
https://www.linkedin.com/company/clearwater-compliance-llc/

Legal Disclaimer

Although the information provided by Clearwater Security & Compliance LLC may be helpful in informing customers and others who have an interest in
data privacy and security issues, it does not constitute legal advice. This information may be based in part on current federal law and is subject to
change based on changes in federal law or subsequent interpretative guidance. Where this information is based on federal law, it must be modified to
reflect state law where that state law is more stringent than the federal law or other state law exceptions apply. This information is intended to be a
general information resource and should not be relied upon as a substitute for competent legal advice specific to your circumstances. YOU SHOULD
EVALUATE ALL INFORMATION, OPINIONS AND RECOMMENDATIONS PROVIDED BY CLEARWATER IN CONSULTATION WITH YOUR LEGAL OR

OTHER ADVISOR, AS APPROPRIATE.

Copyright Notice
All materials contained within this document are protected by United States copyright law and may not be reproduced, distributed, transmitted,
displayed, published, or broadcast without the prior, express written permission of Clearwater Security & Compliance LLC. You may not alter or remove

any copyright or other notice from copies of this content.
*The existence of a link or organizational reference in any of the following materials should not be assumed as an endorsement by Clearwater Security

& Compliance LLC.

€% Clearwater
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