Legal Disclaimer

Although the information provided by Clearwater Security & Compliance LLC may be helpful in informing customers and others who have an interest in
data privacy and security issues, it does not constitute legal advice. This information may be based in part on current federal law and is subject to
change based on changes in federal law or subsequent interpretative guidance. Where this information is based on federal law, it must be modified to
reflect state law where that state law is more stringent than the federal law or other state law exceptions apply. This information is intended to be a
general information resource and should not be relied upon as a substitute for competent legal advice specific to your circumstances. YOU SHOULD
EVALUATE ALL INFORMATION, OPINIONS AND RECOMMENDATIONS PROVIDED BY CLEARWATER IN CONSULTATION WITH YOUR LEGAL OR
OTHER ADVISOR, AS APPROPRIATE.

Copyright Notice

All materials contained within this document are protected by United States copyright law and may not be reproduced, distributed, transmitted,
displayed, published, or broadcast without the prior, express written permission of Clearwater Security & Compliance LLC. You may not alter or

remove any copyright or other notice from copies of this content.

*The existence of a link or organizational reference in any of the following materials should not be assumed as an endorsement by Clearwater
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Logistics

All attendees in “Listen Only Mode”
Please ask content related questions in Q&A
Recording and final slides shared within 48 hours

Please take a few minutes to provide feedback via survey prompt at
the end of this session
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Agenda & Speakers

Cyber update
Quarterly Threat Review

Steve Cagle Dave Bailey Steve Akers
CEO VP, Consulting Services CTO, Managecé ISSe(():urity Services,
Clearwater Clearwater
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Breach Reports via OCR Breach Portal®

135.3M records reported breached in 2023, and increase of 139% vs 56.5 million in 2022
734 breaches reported in 2023 vs 720 in 2022, a slight increase year over year

About 12 million records (104 breaches) reported Jan — Feb 2024. Annual run Rate of 72M records ... however,
Change Healthcare Breach (not yet reported) has the potential to be one of largest of all time in healthcare

Healthcare Records Breached
Top Breaches Reported to OCR in 2024

140,000,000 128,259,492

120,000,000 Concentra Health Services, Inc. 4.0M (PJ&A)

100,000,000 Integris Health 2.4M — Ransomware
80,000,000 54,110,324 North Kansas City Hospital 502K (PJ&A)
60,000,000 44964471 “o Medical Management Resource Group (dba
40,000,000 14232.822 e American Vision Partners) 2.35M — Hacked
20,000,000 g a0c 76 11,977,629 Network

2017 2018 2019 2020 2021 2022 2023 Jan &
Feb
2024

§§ C I ea rwa te r THHS Breach Portal (data pulled March 3, 2024).



2023 F Bl Internet Crime Report (just released)

Infrastructure Sectors Affected by Ransomware

Healthcare continues to be the most targeted
B ] critical infrastructure industry by ransomware

Water and Wastewater Systems | 8

Emergency Services ] ¢ gangs
Chemical [ 24 Total losses from internet crime increased in
Energy I 20 the U.S. by 22% in 2023 to $12.5 Billion

Communications [N 32

Transportation || 42
Food and Agriculture | EG_GE s

Commercial Facilities || N =’ . . .
Top Ransomware Variants Affecting Critical Infrastructure

Financial Services [N ::: 2023
Information Technology | NG 7
Government Facilities | :s¢ BlackBasta [
Critical Manufacturing | N :::
Healthcare and Public Health [, - royal [
akira - [ -
2023 FBI Internet Crime Report.pdf aHv/slackcat [N

ocar - | -
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https://www.ic3.gov/media/pdf/annualreport/2023_ic3report.pdf

Rysida Ransomware - Lurie Children’'s Hospital

Chicago

Rhysida ransomware wants $3.6 million for children’s stolen data

By Bill Toulas

g% Clearwater

HC3 issued a sector alert 8/4/23 following Prospect

Medical Attack.
CISA issued a Rhysida Ransomware Advisory 11/15/23

% information Security

Rhysida Ransomware

Executive Summary

Rhysida s a new ransomware-as-a-sernvice (Raas) gro
drops an eponymous ransomware via phishing attacksy
deploy their payloads. The group threatens to publicly
paid. Rhysida is still in early stages of development, &3
program name Rhysida-0.1. The ransomware also leav
victims to contact the group via their portal and pay in
several countries across Western Europe, North and S
education, government, manufacturing, and technolog
there has been recent attacks against the Healthcare |

Overview of Rhysida

First oberved on May 17, 2023, following the emergen
{.onion), Rhysida describes itself as a “cybersecurity te
security issues and secure their networks. While not m
affiligtions, the name Rhysida is a reference to the Rhy
on their victim blog. The TOR page also shows the cum
group’s website also serves as a portal for Rivsida-cer
how to contact the group should joumalists, recovery i

Rhysida is a 64-bit Portable Executable (PE) Windows ¢
using MINGW/GCC. In each sample analyzed, the appl
suggesting the tool s in early stages of development. /
strings revealing registry modification commands.

Rhysida ransomware is deployed in multiple ways. Prin
via phishing attacks, and by dropping payloads across
Strike or similar command-and-control frameworks. Of
BaasS group, Black Basta detailed how both threat gro
Group/Carbon Spider), share a TTP in their employmes

When Rhysida runs, one cybersecurity firm observed a
which apparently scans the files, runs the “file_to_cryg
extension to “.rhysida™

HC3: Sector Alert
August 4, 2023 TLP:CLEAR Report: 202308041500

#StopRansomware Rhysida Ransomware

SUMMARY

ote: Thi join Cybersecurty Advisory (CSA) 1 patof ("3 cioms 1o take todey o miigate
an ongoing effort to publish malicious cyber activity:
sdvisones for nefwork defenders detsiling vanous

remedi

ransomware variants and ransomware threat actors. AL
These #StopRansomware advisories include recently and
historically observed tactics, lechniques, and procedures | , g,

multifactor suthentication

(TTPs) and indicators of compromise (IOCs) to help (MFA) for all services to the extent
organizations protect against ransomware. Visit possible, particularly for webmail,
stopransomware. gov fo see all VPN, and accounts that access

savisanies and lo leam more about other ransomware
threats and no-cost resources.

The Federal Bureau of Investigation (FBI), Cybersecurity
and Infrastructure Security Agency (CISA), and the Multi-
State Information Sharing and Analysis Center (MS-ISAC) are releasing this joint CSA to disseminate
known Rnysida ransomware 10Cs and TTPs identified through investigations as recently as
September 2023. Rhysida—an emerging ransomware variant—has predominately been deployed
against the education. healthcare, technology, and sectors
since May 2023. The information in this CSA is derived from related incident response investigations
and malware analysis of samples discovered on victim networks.

critical systems.

Segment networks to prevent the

spread of ransomware.

rBl CISA, and the MS-SAC encourage organizations to implement the recommendations in the
s section of this CSA 1o recuce the likeiihood and impact of Rhysida ransomware and other
ransomware incidents.

For a downloadabie copy of I0Cs, see:

ix (XML, 116KB)
. 3-3194 s1lx (JSON, 66K8)

To report suspicious or criminal actity refsted & information found in thi joint Cybersecury Advisory. contact
our iocal FAI field ofice or CISA's 24/7 Openations Center at Rzoart@isa oov or (888) 262-0870. When
availsbie, please inciude the folowing information regarding the incident: date, time, and location of the inadent;
type of activiy: number of people affected type of equipment used for the activity; the name of the submifting
mpany or crganizabon; and a designated point of contact. SLTT arganizations should repart incidents 10 the
MS-ISAC (886-787-4722 or
This document is marked TLP-CLEAR. Disclosure is not limited. Sources may use TLP-CLEAR when information
cames minmal or no foresesable risk of misuse. in accardance with appicable nues and procedures for public
refease. Subject fo standard copyright rules, TLP: CLEAR information may be distnbuted without restrichan. For
more information an the Traffc Light Profocol, see £iza g0



https://www.hhs.gov/sites/default/files/rhysida-ransomware-sector-alert-tlpclear.pdf
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-319a

Blackcat/ALPHV Change Healthcare Ransomware

Outages from Change Healthcare
cyberattack causing financial ‘mess’ for

doctors

Change Healthcare's parent company discovered that a cyber threat actor breached part of its Darkweb BLOG POST from BlackCat
network, according to an SEC filing.

Change Healthcare - Optum - UnitedHealth

Home News Security Ransomware gang ciaims they stole 6TB of Change Healthcare data

announced that the attack is "strictly related" to Change Healthcare only and it was initially att ed to a nation

ne sentence.
Only after threatning them to announce it was us,they started telling a diffe
Itis true that the att;

» Ransomware gang claims they stole 6TB of Change Healthcare data NG ke it s s ey e Ao A ik, e

that rely on Change Healthcare

tory

he damage extremely high?

technolo, 5. Me:

theare provid

By Sergiu Gatlan February 28 2024 02:33 PM 0

The list of affected C

alth partners that we have sensitive data fo

actually huge with nar

es and others

e ical th
UnitedHealth solut
and Change Health have sf

and what dan

g will un
well,bey
not restored

e done with such intimate data on the affected clients of

s operations and chose to play a very risky game hence our announcement

nderstand what is at stake our exfiltrated data includes millions of

nilitary/navy

- medical records

e review gents out there)

nectWise exploit as our initial access so you should

g% Clearwater



Akira Ransomware Advisory

& * akra_readme tet - Notepad2
file Eot Yiew Settings 2
Jgad 2 aons@ealoise
1l friends,

whatever who you are and what your title is if you're readir
your coapany is fully or partially dead, all your backups -
reach - are completely removed. Moreover, we have taken a gi
encryption

ewell, for now let's keep all the tears and resentment to oul
we're fully aware of what damage we caused by locking your |

#1. Dealing with us you will save A LOT due to we are not it
Study in depth your finance, bank & income statements, your
reasonable demand to you. If you have an active cyber insuri
properly use it. Also, dragging out the negotiation process

2. Paying us you save your TIME, MONEY, EFFORTS and be back
decryptor works properly on any files or systems, 50 you wil
decryption service from the beginning of our conversation. ]
that you can permanently lose access to some files or accid
to help.

3. The security report or the exclusive first-hand informati
agreement 1s of a great value, since NO full audit of your ¢
we've managed to detect and used in order to get into, ident

4. As for your data, if we fail to agree, we will try to sel
secrets/databases/source codes - generally speaking, everytl
multiple threat actors at ones. Then all of this will be pul
https://akira

175. we're more than negotiable and will definitely find the v
which will satisfy both of us.

in8:33 Coll Seld 262¢8

g% Clearwater
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HC3: Sector Alert

September 12, 2023 TLP:CLEAR Report: 202309121400

Akira Ransomware

Executive Summary
Akira is a Ransomware-as-a-Service (RaaS) group that started operations in March 2023. Since its

discoy
busing
websil
$4 mil
evera
where
the do
beliew
crypto
manul

Overv
The Al
obsen
Linux |
create

Itavol
winnt,

US D&
Haam §

HC3: Analyst Note
February 7, 2024 TLP:CLEAR Report: 202402071200
Akira Ransomware
Executive Summary
Akira ransomware is 8 relatively new gang that has aagr and capable

targeting of the U.S. health sector in its short lifespan. U.S. healthcare organizations are advised to follow
the steps in this alen 10 minimize their risk of attack.

Overview

Akira ransomware was first identified in May of 2023, and in less than a year, it has claimed at least 81
victims. 1t should not be confused with another ransomware variant known &s Akira, which wes briefly
observed in 2017 but is believed to be unrelated to the most recent and active variant, which is the
subject of this paper. There is (esearch suggesting that Akira has connections 1o the now-defunct Conti
ransomware gang. The technical details of this include similarities in their exploitation approach, the
selection of certain types of files and directories for targeting, their choice of application for encryption
algorithms, their use of ransom payment and the of functions. While
any formal relationship or connection between the two groups has not been confirmed, such a connection
could indicate & degree of sophistication to Akira's operations, and reinforce the idea that they are highly
capable and should be considered a serious threat.

Akira leverages many common features for their targeting and operations. They operate &s ransomware-
as-a-senvice (RaaS), which is to say they focus on the ransomware Operations, but partner with other
cybercriminals for individual attacks and share the extorted fees. They also conduct double extortion; they
steal sensitive data, deploy their ransomware, and then charge two fees. The first fee restores the
encrypted systems, and the second fee ensures no leaks of stolen data. They are highly reliant on
credential compromise as an infection vector, which provides them initial access into their target
networks. Akira also operates a leak site where they publicly past information on their victims. Their
targeting includes both Windows and Linux infrastructure, and while organizations in the United States are
their focus, their targeting is global. They are also known to target the United Kingdom, Canada, Australia,
New Zealand and other countries.

Targeting and Scope of Attacks

Research indicates that geographically,

while Akira is global in their targeting,

their focus continues to be on the /

United States. Their targeting within the

United States has been focused on

organizations in California, Texas,

Winois, and the East Coast, especially

the Northeast. This appears to be due

to the geographic locations of specific

targets, rather than deliberatedy

targeting these states. Akira’s most-

targeted industries include materials,

manutacturing, goods and services,

construction, education, finance, legal,

and healthcare. Open source reporting
[TLP.CLEAR, ID4202402071200, Page 1of 13]

g 1: Aa vict

LS. Departamant of Heath and Human San
Haath Sactor Cybersedurity Cooedination Can

HC3) o HHS QOW/HES.

HC3 Alerts 9/12/23 & 2/7/24

First identified in May of 2023 - has claimed at
least 81 victims

Relatively new but potentially former Conti
ransomware group members

Attacking U.S. focusing on Northeast U.S,, CA,
TX, IL

Recent attack on Bucks County PA computer-
aided dispatch system (911 services

Significant threat to healthcare industry per
Health and Human Services' Health Sector
Cybersecurity Coordination

Double extortion techniques

10


https://www.hhs.gov/sites/default/files/akira-randsomware-analyst-note-feb2024.pdf

_ockbit — Cat and Mouse Game

More than 2,000 entities have been
targeted in LockBit ransomware attacks,
over $120 million in ransoms paid

State Department offering $15 million for

LockBit ransomware operations seized by information leading to LockBit arrests
law enforcement in ‘Operation Cronos’ Operation Cronos took down LockBit
infrastructure ~Feb 19th

Lockbit re-emerged several days later,
promising to improve its own security
while also increasing attacks against
government sector

December cyberattack on Chicago
community hospital claimed by LockBit

Feb 20,2024 + 3 mins

LockBit returns after takedown with new
extortion threats

Simon Hendery February 26, 2024

“I need to attack the .gov sector more often and more, it is after such attacks
[by law enforcement/FBI]” - LockBitSupp posted in 2,800-word message

g% Clearwater



Continued Threats from Russian Threat Actors
- Xpected

states that
Russia will remain a top cyber
threat as it refines and employs

. _ its espionage, influence, and
Russian Threat Actors Targeting attack capabilities

the HPH Sector !

February 15, 2024

Source: Krebs Source: Logpoint

ALPHV/BlackCat

TLP:CLEAR, ID# 202402151300 ——
: LockBit

Conti was taken down by law

enforcement, re-emerged as Royal, LOCKL:1R XY
Akira (not piCtured) and BIaCk SUit. B Source: The Hacker News Source: HackRead Sourcel|gleepingComputer

BlackMatter re- I

emerged as Blackcat -’

g% Clearwater


https://www.hhs.gov/sites/default/files/russian-threat-actors-targeting-the-hph-sector-tlpclear.pdf

HSCC Health Industry Cybersecurity Strategic Plan

(HIC-SP)
Projected 5-year industry trends informed identification of broad

%"“"" e Nori iy omeell cybersecurity goals realized by actionable implementing objectives to
move the sector toward a more cyber-secure and resilient posture.

Cybersecurity Working Group

GUIDING PRINCIPLES

Health Industry Cybersecurity — Strategic Plan
Guardrails for scope and focus of
strategic plan :

(2024-2029)

STRATEGIC CYBER- oag
INDUSTRY — —
@ SECURITY GOALS Objectives thot =
address one or

more cyber
security goals

Potential impoct
on cybersecurity
from Trends \

TRENDS

: MOBILIZATION EFFORTS
(Individual Organizations, Industry
Level, and Public-Private :
Partnership)

= 0
E 0
10

— .
—_—
— )
—t -
— .

FEBRUARY 2024

13
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https://healthsectorcouncil.org/wp-content/uploads/2024/02/Health-Industry-Cybersecurity-Strategic-Plan-2024-2029.pdf

5-Year Cybersecurity Goals To Meet Industry Trends

The health industry will pursue ten cybersecurity goals to meet the
challenges posed by industry trends.

Goal 1 Goal 6

Healthcare and wellness delivery services are user-friendly, accessible, safe, Healthcare technology used inside and outside of organizational boundaries is

secure, and compliant. secure-by-design and secure-by-default while reducing the cybersecurity burden
and cost on technology users.

Goal 2 Goal 7

Cybersecurity and privacy practices and responsibilities are understandable A trusted healthcare delivery ecosystem is sustained with active partnership and

to healthcare technology consumers and practitioners. representation between critical and significant technology partners and
suppliers, including non-traditional health and life science entities.

Goal 3 Goal 8

Cybersecurity requirements are readily available, harmonized,
understandable, and feasible for implementation across all relevant
healthcare and public health subsectors.

Foundational resources and capabilities are available to support cybersecurity
needs across all healthcare stakeholders regardless of size, location, and
financial standing.

Goal 4 Goal 9

Health data, commercially sensitive research, and intellectual property data The health and public health sector has established and implemented

are reliable and accurate, protected and private, while supporting preparedness response and resilience strategies to enable uninterrupted access
interoperability requirements. to healthcare technology and services.

Goal 5 Goal 10

Emerging technology is rapidly and routinely assessed for cybersecurity risk, Organizations across the health sector have strong cybersecurity and privacy
and protected to ensure its safe, secure, and timely use. cultures that permeate down from the highest levels with-in each organization.

g% Clearwater



NIST SP 800-66 r2 Aligns with Asset Based Risk Analysis

o
NIST Special Publication 800
NIST SP 800-66r2
Implementing the Health Insurance
Portability and Accountability Act
(HIPAA) Security Rule

A Cybersecurity Resource Guide

leffrey A. Marron

This publcation is available free of charge from:
https://doi.org/10.6028/NIST.SP_800-66r2

Published in February

NATIONAL INSTITUTE OF
STANDARDS AND TECHNOLOGY

g% Clearwater

Risk Assessment, initially part of Appendix Einrev 1, is
now distinctly outlined as Section 3 inrev 2. The
content aligns with SP 800-30 and the NIST IR 8286

series of documents.

States the need to identify all systems and
components with ePHI

Risk assessment is the process by which an must
include all systems and processes, including remote
workers or systems that are managed by service
providers

Risk tolerance and risk appetite should be clearly
defined and weighted. Risk mitigation and
management efforts must be tailored appropriately.

Regulated entities should not view risk assessment as
a one-time, static task but as an ongoing activity

15


https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-66r2.pdf

NIST Cybersecurity Framework 2.0 Released

Navigating NIST's CSF 2.0 Quick Start Guides

NIST CSF 2.0 just released...
New Govern function to emphasize
cybersecurity risk management
outcomes

Resource and Overview Guide

asics and learn about the many aailable helpful CSF 2.0 resources

Cybersecurity
Framework

Broadens the scope to any sector

Number of tools for “quick start” to
help smaller businesses

Advice for creating profiles tailored
to an organization's unique risk
posture

The NIST Cybersecurity
Framework (CSF) 2.0

Please refer to our July Cyber
Briefing featuring Dave Bailey's
Thnspubli:ationE::‘::I::llel:Setelt:ft:eh:rfgitfar:r:?:\‘ljtsgf:n[;;.e;hgn[fo‘z?z/smlST.CSWP.29 presentation On NIST 2.0.

February 26, 2024

NATIONAL INSTITUTE OF
STANDARDS AND TECHNOLOGY

g% Clearwater
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https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
https://clearwatersecurity.com/on-demand-webinars/nist-csf-2-0-impacts-to-healthcare-security-programs/
https://clearwatersecurity.com/on-demand-webinars/nist-csf-2-0-impacts-to-healthcare-security-programs/

- xpect OCR Enforcement to Increase if Funding is
Provided

“HHS will also continue to work with Congress to increase civil monetary
penalties for HIPAA violations and increase resources for HHS to
investigate potential HIPAA violations, conduct proactive audits....in the
interim, HHS will continue to investigate potential HIPAA violations.

HEALTHCARE
SECTOR
CYBERSECURITY

Introduction to the Strategy
of the U.S. Department of Health
and Human Services

Annual Report to Congress on
Breaches of Unsecured Protected Health Information

Two Resolution agreements (Corrective Action Plans)

For Calendar Year 2022 : i i illi
or Calendar Year announced in last 30 days, including one for $4.75 Million.

A Requiced Ty the HHS Strategic Plan released in December outlines additional
Health Information Technology for Economic and Clinical

Health (HITECH) Act, regulations and resources for enforcement

Public Law 111-5, Section 13402
2022 OCR Compliance Report to Congress (published Feb
—— 2024) called out multiple times it needs more funding for
Senate Committee on Finance, enforcement

Senate Committee on Health, Education, Labor, and Pensions,
House Committee on Ways and Means, and

i s e e Asked Congress to increase HITECH civil monetary penalty
caps be increased

U.S. Department of Health and Human Services
Office for Civil Rights

HHS plans to update HIPAA Security Rule — process
beginning this spring

g% Clearwater
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https://aspr.hhs.gov/cyber/Documents/Health-Care-Sector-Cybersecurity-Dec2023-508.pdf
https://www.hhs.gov/sites/default/files/compliance-report-to-congress-2022.pdf

OCR Auditing Program Likely to Resume

Audits have not been conducted since 2016 - 2017 however the
expectation is that auditing program will go into effect at end of 2024

OCR published in Federal Register that it is
surveying previous auditees to learn from the
previous program and improve future program

In Annual Report to Congress OCR noted that

audit-related documents and to respond

“..itis currently developing the criteria for - '~ to audit-related requests; and
: : ; : ; : Seek feedback on the effect of the
implementing future agdlts s’t\ould financial HIPAA Audit program on the entities’
resources become available. day-to-day business operations.
; The information, opinions, and

Funding discussions underway with Congress & | comments collected using the online

) ) i survey will be used to improve future
per HHS VIVE presentation i = | OCR HIPAA Audits.

g% Clearwater
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https://www.govinfo.gov/content/pkg/FR-2024-02-12/pdf/2024-02737.pdf

HIPAA Audits On the Way - Clearwater Free

- ducation

Register to attend Clearwater’s 5 Part Series to Prepare for Anticipated Audits

March 13, 12-1CT

Part 1: What We
Learned from
the Last Round
of HIPAA Audits

Register

g% Clearwater

Part 2: Keys to——

Implementing an
OCR-Quality®
Compliance
Program

Register

March27 12-1CT

-

OCR-Quality®

Risk Analysis
-

April 3,12-1CT

Part 4:

Preparing for an
OCR Audit or

Investigation

Register

April10,12-1CT

Part 5: Navigating
HIPAA, 405(d),
and CPGs

19


https://clearwatersecurity.com/upcoming-webinars/hipaa-audits-on-the-way-are-you-ready-part-1-march-13-12-1-ct/
https://clearwatersecurity.com/upcoming-webinars/hipaa-audits-on-the-way-are-you-ready-part-4-april-3-12-1-ct/
https://clearwatersecurity.com/upcoming-webinars/hipaa-audits-on-the-way-are-you-ready-part-5-april-10-12-1-ct/
https://clearwatersecurity.com/upcoming-webinars/hipaa-audits-on-the-way-are-you-ready-part-2-march-20-12-1-ct/
https://clearwatersecurity.com/upcoming-webinars/hipaa-audits-on-the-way-are-you-ready-part-3-march-27-12-1-ct/

Recommendations

Continue to monitor threat alerts from CISA, Health Sector Cybersecurity Coordination Center (HC3)
Relatively immature? Leverage the 405(d) Health Industry Cybersecurity Practices (HCIP)

Review scope and cadence of vulnerability management program, and ensure capabilities are in place
for rapid patching or implementing other mitigating controls

Ability to detect, respond, and contain an attack is critical
Conduct on going threat hunting, and perform a compromise assessment
Update and test incident response plans

Conduct a Business Impact Analysis to feed into risk analysis and risk management programs

Review impact of each system based on business or clinical process
Include all systems, locations and technologies in scope of Risk Analysis
Assess unique risks for each information system

Make sure you keep it up to date

g% Clearwater 2
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Change Healthcare Incident Update

Mandiant and Palo Alto Networks working incident response: initial phase complete
The initial attack vector is defined, and all I0C’s captured

Shifting efforts to full data center rebuild/restoration; ETA of EOW
Offline Data Center is “quarantined”

Change will provide documentation for systems coming back on-line
3rd party penetration testing attestation
Attestation new system is not connected to the quarantine area

BlackCat shuts down servers scamming affiliates of $22 million payment: blames feds

Reports of BlackCat vanishing or pulling off the “exit-scam” & selling the source code for the
malware for the hefty price of $5 million.

Be aware of scams taking advantage of the Change Incident

g% Clearwater
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Ist QTR Relevant Timeline sormm
Ransomware
02/21
i gang shuts
lér:gﬁglglnegl_t}? down servers
. - scamming
Events and indicators: filing annot'”ced affiliates of $22
02/20 LGS 02/27 million
US. and UK #StopRansomware: ransomware
. k . ALPHYV Blackcat; payment
01/22 Disrupt LockBit Updated from 12/19
12/19 Possible Threat of Ransomware (CISA)
Justice Department Unauthorized Access to 02/15 Variant
Disrupts Prolific HPH Organization from Russian Treat O 03/05
ALPHV/Blackcat Remote A Tool - Change HC
ackca emote Access 100 Actors Targeting Confirm BlackCat
Ransomware Variant (HC3 SA) the HPH Sector BlackCat blames feds
(HC3 TR) for shutdown
O (M) (M) (M
O/ o/ NN | |
\
DEC JAN FEB ‘ ‘ 02/28 MAR i 03/06
02/15 02/22 Ransomware HHS Exit Scam:
Reward for Info: AHA Release gang claims they i ' xit Scam:
12/19 01/18 ALPHYV Blackcat, Cybersecurity stole 6TB of JSTEes Ly BlackCat
#StopRansomware: Ransomware & State.gov Advisory Change Change Ransomware
ALPHYV Blackcat Healthcare Healthcare Group
Healthcare data hack Vanishes Aft
(CISA) (HC3 TR) 02/19 aSr;; I\T‘Il' B
illion
ConnectWise Payout
alerted users of a 02/26
(RCE) flaw H-ISAC Release
IOC's on
ScreenConnect

g% Clearwater
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Relevant Threat Reports

Russian Threat Actors Targeting
the HPH Sector

February 15, 2024

TLP:CLEAR, ID# 202402151300

g% Clearwater

Ransomware & Healthcare
January 18, 2024
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Threat Actor Spotlight: Characteristics of ALPHV/Blac
CAPABILITY | verylow | Low | Moderte | High

The adversary has a very sophisticated level of expertise, is
well-resourced, and can generate opportunities to support
multiple successful, continuous, and coordinated attacks.

KCat

Ransomware as a Service

Associated with other advanced-
persistent threat (APT) groups like
Conti, DarkSide, Revil, and BlackMatter.

INTENT

[ Very Low I Low I Moderate

The adversary seeks to undermine, severely impede, or
destroy a core mission or business function, program, or
enterprise by exploiting a presence in the organization’s
information systems or infrastructure. The adversary is
concerned about disclosure of tradecraft only to the extent
that it would impede its ability to complete stated goals.

Demanded over $500 million and
received nearly $300 million in
ransom payments (CISA)

TARGETING [ Very Low I Low I Moderate

The adversary analyzes information obtained via
reconnaissance to target persistently a specific organization,
enterprise, program, mission or business function, focusing
on specific high-value or mission-critical information,
resources, supply flows, or functions, specific employees
supporting those functions, or key positions.

ALPHYV Blackcat affiliates have
compromised over 750 United
States entities (CISA)

RELEVANCE [ Possible I Predicted I Anticipated Expected

The threat event or TTP has been seen by the
organization’s peers or partners.

Change Healthcare

HHS H3C Threat Alerts

Multiple media reports and other
HC orgs impacted by BlackCat

LIKELIHOOD [ Very Low I Low I Moderate

IS
bYd

Clearwater

Adversary is almost certain to initiate the threat event.

Unpatched Vulnerabilities
(ScreenConnect)
Connections to Change/Optum
Lack of reasonable and appropriate
controls (EDR, monitoring, email
protections, MFA, etc)
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Threat Actor Spotlight: Characteristics of Rhysida

CAPABILITY [

Very Low I Low I Moderate I High

The adversary has a very sophisticated level of expertise, is
well-resourced, and can generate opportunities to support
multiple successful, continuous, and coordinated attacks.

Ransomware as a Service
Related to threat actor group Vice
Society

INTENT [ Very Low I Low I Moderate

The adversary seeks to undermine, severely impede, or
destroy a core mission or business function, program, or
enterprise by exploiting a presence in the organization’s
information systems or infrastructure. The adversary is
concerned about disclosure of tradecraft only to the extent
that it would impede its ability to complete stated goals.

The group threatens to publicly
distribute the exfiltrated data if the
ransom is not paid.

TARGETING [

Very Low I Low I Moderate

The adversary analyzes information obtained via
reconnaissance to target persistently a specific organization,
enterprise, program, mission or business function, focusing
on specific high-value or mission-critical information,
resources, supply flows, or functions, specific employees
supporting those functions, or key positions.

The group drops an eponymous
ransomware via phishing attacks
and Cobalt Strike to breach
targets’ networks and deploy
their payloads

RELEVANCE [

Possible I Predicted I Anticipated Expected

The threat event or TTP has been seen by the
organization’s peers or partners.

Linked with Lurie Children’s,
Prospect Medical Holdings, &
Singing River Health System

LIKELIHOOD [

IS
bYd

Very Low I Low I Moderate

Clearwater

Adversary is almost certain to initiate the threat event.

Vulnerable to living off the land
techniques

Exploited vulnerabilities in remote
access & compromised accounts
Lack of reasonable and appropriate
controls (EDR, monitoring, email
protections, MFA, etc.)
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Typical Ransomware: How They Attack

Attack velocity increasing

They take

They get They look
They target a%\;a;gﬁrge into your for valuable They strike
weakness network information
Reconnaissance Initial Access Persistence Defense Evasion Discovery Collection Exfiltration
Resource . Privilege Credential Lateral Command & I
mpact
Development Execution Escalation Access Movement Control P

o0 | 7 | 9 | 12 | 19 ] 13 40 | 160 20 | 9 | 17 | 16 9 | 13

# of techniques

MITRE ATT&CK Enterprise Tactics

g% Clearwater



Dwell Times Decreasing

Improved Coverage

Better Detection Capabilities
Use of MSSPs \_ Median Dwell Time in Days

External Notifications
Partners
Gov't/ ISACs
Bad Actors

\ Ransomware Median Dwell Time in Days J

oFNe 1Pan Alto Unit 42 2024 Incident response Report
J\ C I ea rwa te r Secureworks annual State of The Threat Report Dec 2023
N ﬂ Sophos Active Advisory Report 2023

*Mandiant M-Trends 2023 Report



Attack Velocity Increasing

IS
bYd

Speed and Stealth reduces chance
of detection

Focused on simpler/quicker
Grab and Go, versus targeted

Top Paths — Scan and Exploit and
Stolen Creds Tied (32%)

Record Zero Days in 2023
Initial Access Brokers

Clearwater

\Median Time from Compromise to Exfil in DayS/

~

81% 43%
Outside Business

. 3
Hours® Friday or Saturday

90% 10%

Deployed in Under Deployed in Under
24 Hours? 5 Hours?

\ Ransomware 2023 Stats /

Palo Alto Unit 42 2024 Incident response Report
2secureworks annual State of The Threat Report Dec 2023
3Sophos Active Advisory Report 2023

*Mandiant M-Trends 2023 Report
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Recommended Actions and Response

Response Actions Risk Management Cyber Resilience

Disconnect and/or Determine criteria and Validate and rehearse The following

Block Change establish risk tolerance your plans capabilities are in place
Healthcare/Optum to restore/unblock Vil ey (at a minimum):
connections Change effectiveness of your Security Continuous
Continually check your HeaIthcgre/Optum controls; Security Control Monitoring
environment for IOC'’s: connections Validation SOC EDR
ScreenConnect and IT/Security provide Provide continuous "

Blackcat decision-makers with: awareness to the Logging
Formally initiate Current Security workforce Vulnerability

Incident Response if Posture Management Program
you discover any IOQS & Known relevant Vendor Risk

conduct a Compromise information on Management
Assessment incident MFA and PAM

Provide workforce

awareness on potential
scams

g% Clearwater



Steve Cagle
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We are here to help.

Moving healthcare organizations to
a more secure, compliant, and
resilient state so they can achieve
thelr mission.




HIPAA Audits 5 Part Webinar
Series:

March 13

March 20

March 27

April 3

April 10

Upcoming Events

gk w0 e

28" Annual
Compliance Institute

April 14-17, 2024 . Nashville or Virtual

HIMSS Global Health Conference & Exhibition

HIMSS | March 11-15
Booth #1618, Cybersecurity
Command Center

HCCA | April 14-17
Andrew Mahler presenting "How Safe Is 'Safe Harbor'?
Balancing De-identification, Anonymization, and

gg Clearwater Pseudonymization of Health Data with Privacy Risks"
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https://www.linkedin.com/company/clearwater-compliance-llc/

