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The Good

= (Clinical documentation automation
(e.g. note summarization)

= Patient communication and education
(e.g. chatbots for pre- and post-visit support)

= (Clinical decision support
(e.g. synthetic case generation)

Sources:
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The Bad

= PHI exposure
= (Citation reliability concerns
= Prompt injection attacks

= “Shadow Al" and the increasing burden
on security teams already stretched thin
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The Ugly

= Hallucinations and inaccurate output
= Chatbot misrepresentation
=  Accountability gaps — who is legally

responsible when Al-generated output
causes harm?
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Contact Information

E: Jackie.mattingly@clearwatersecurity.com E: augieda@uw.edu E: Cory.Hall@Nicklaushealth.org
Jackie Mattingly Augie D'Agostino Cory Hall
Senior Director, Consulting Services Chief Information Security Officer, Executive Director Information Security,
Clearwater University of Washington Medicine Nicklaus Children's Hospital
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Today's Agenda — Day 3 — Final Session

June 25

2:00 pm-2:45pm CT
Ask Us Anything Interactive Session

Come with your questions!

€% Clearwater
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We are here to help.

Moving healthcare organizations to a
more secure, compliant, and resilient
state so they can achieve their
mission.
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Legal Disclaimer

Although the information provided by Clearwater Security & Compliance LLC may be helpful in informing customers and others who have an interest in
data privacy and security issues, it does not constitute legal advice. This information may be based in part on current federal law and is subject to
change based on changes in federal law or subsequent interpretative guidance. Where this information is based on federal law, it must be modified to
reflect state law where that state law is more stringent than the federal law or other state law exceptions apply. This information is intended to be a
general information resource and should not be relied upon as a substitute for competent legal advice specific to your circumstances. YOU SHOULD
EVALUATE ALL INFORMATION, OPINIONS AND RECOMMENDATIONS PROVIDED BY CLEARWATER IN CONSULTATION WITH YOUR LEGAL OR
OTHER ADVISOR, AS APPROPRIATE.

Copyright Notice

All materials contained within this document are protected by United States copyright law and may not be reproduced, distributed, transmitted,
displayed, published, or broadcast without the prior, express written permission of Clearwater Security & Compliance LLC. You may not alter or
remove any copyright or other notice from copies of this content.

*The existence of a link or organizational reference in any of the following materials should not be assumed as an endorsemernt by Clearwater
Security & Compliance LLC.

€% Clearwater
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