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Microphones Questions Resources Recording Survey

All attendees are  Type your questions Upcoming events, Recording will be Survey will prompt
on mute. in the Q&A box. slides & resources linked. provided after event. at the end of webinar.
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JN\& Healthcare’s
AL Monthly Cyber Briefing

Agenda + Speakers:

" Cyber Update
= 2025 in Review: What the Breaches, Threats, and Data Tell Us

Now
m Q.|.A

Dave Bailey, VP of Security Services, Clearwater
Steve Akers, CTO & Corporate CISO, Clearwater
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14 Breaches Added Since Oct

Insights:

= 456 of the 560 reported breaches are
currently under investigation

= 3 of the 14 added were Business
Associates

277 .4M individuals
From 734 breaches

300

250 Class Action Trend

200 =  June 2025 - Newly emerged
ransomware group emerged Kawa4096

150 49 3M individual = July 17th - WICHITA, Kan. (KWCH) -
100 S Indaividuets Susan B. Allen Memorial Hospital is
From 560 breaches ) .. :

investigating a potential cyberattack

after patients reported they couldn’t

0 reach the facility to schedule critical

2024 2025 YTD :
appointments.

Breach Data Jul 22nd — Kawa4096 uploaded data to
its data leak site alleging to have stolen
210GB of data
July 25t - Susan B Memorial Hospital

1 The HHS Breach Portal (2024 data through 12/31/24, pulled on 3/30/25; 2025 data through 11/30/25, pulled 12/2/25) was hit with a data breach class action
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https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

2025 12

Cite failure to conduct an accurate and

EnfO rcement By thorough risk analysis.
the Numbers $3M
Highest fine: Solara Medical
Supplies
S486k
TOtaI Average Fine
ber- 8 of 14

Involved ransomware
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Google Threat Intelligence Group (GTIG) collected
intelligence surrounding a campaign by UNC6566 that
leverages a Software Supply Chain Compromise

Activity: observed between Nov 27st — 25t

UNC6566 is a threat cluster that conducts software supply chain attacks by

distributing a trojanized npm package, identified as the "Shai-Hulud" worm, to
steal developer and cloud credentials

Associated Malware: TRUFFLEHOG: a commercial credential theft tool used to hunt for secrets
on disk and in repositories.

TTPs:

Directly observed activity has impacted organizations in Canada and the United States and
across the healthcare, legal & professional services, manufacturing, and retail industries
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https://mitre-attack.github.io/attack-navigator/#layerURL=https://www.virustotal.com/ui/collections/mitre_format/dGhyZWF0LWFjdG9yLS02YTcxMGNkOC1mYjk4LTU3N2UtYWEwMS01MWIxMGRlNmNiMGR8fHx8ZHdiYWlsZXkwMjk5fHxlbnRlcnByaXNlfHxhbGx8fHYzfHwxNzY0Njk2MDA1fHxiOWNhMzg0YzBlNzM0MjYyYjg0ZDcwZjQ0OTFhZmMyZWU1YWMzYTZhZmUwZjIwOTE4ZTZjMTE1Nzc3NDE2M2Fj
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CISA published an update to its Akira ransomware advisory,

explicitly flagging new Akira activity as an imminent threat
to critical infrastructure

JOINT

. . . CYBERSECURITY

Akira ransomware threat actors are associated with other ADVISORY .13
groups known as Storm-1567, Howling Scorpius, Punk Spider, @B ¢remea
and Gold Sahara, and may have connections to the defunct B % .* &OFAC

Conti ransomware group. Akira threat actors primarily target
small- and medium-sized businesses, but have also impacted
larger organizations across various sectors

Must DO’s
This joint Cybersecurity Advisory is part of an ongoing #StopRansomware effort to publish advisories for
us

Prioritize mitigating Known Exploited Vulnerabilities (KEV) e s e ey e e i e
Implement phishing resistant MFA
Have effective offline backups

Summary

and to learn more about other
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W'e in November
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November Recorded the 3™ Highest Month of Ransomware
Activity with Qilin Leading the Way

November ransomware activity shows high operational intensity, actor diversification, and a heavy
focus on outpatient medical organizations

Notable Nov Campaign Timelines

4 Victims 2 Victims 3 Victims
Qilin 1 3 13 16 25 28 31
November concluded with 37 Key ransomware operators— 3 Victims o it
reported ransomware incidents Qilin, ANUBIS, Akira, CLOP,
against the U.S. healthcare sector ~ and Sinobi —accounted for ANUBIS
across hospitals, medical 65% of total activity, 1 6 N 25 28 31
practices, dental offices, and underscoring sustained, D otime i
behavioral health facilities. While coordinated targeting of
a decrease of 26% from the year healthcare networks and Akira
high month of October (50), patient information systems. 13 5 26 28 31

November recorded the 3
highest month of activity YTD.
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Ransomware Attacks Continue to Disrupt Operations, Delay
Patient Care, and Expose Millions of Patient Records

Medical Practice Focus: Increase

Victims by Actor November 2025 in attacks on mid-size
organizations and other
healthcare business
Dominance in Data Exfiltration:
Data theft is a critical component
5 with many groups abandoning

encryption

Geographic Concentration: The

U.S. remains the country with the

highest number of ransomware

attacks on healthcare orgs
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N \§5° K S & December has already claimed
S A (3) victims
& (1) Inc Ransomware

(1) Sinobi

(1) DevMan
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ANUBIS Makes Returns in November With 5 Victims and
Qilin Continues to Lead in Victim Count

ANUBIS

Qilin

The ANUBIS data leak site (DLS) is operated by the ANUBIS
Ransomware-as-a-Service (RaaS) group, which emerged in
February 2025

The group employs "non-standard methods" to pressure victims
into paying ransoms, including informing regulatory bodies and
victims' clients about the breach and publicizing their activities
on platforms like X (formerly Twitter)

Unlike many ransomware actors, ANUBIS meticulously details
the stolen data in its leak posts, emphasizing sensitive
information to further coerce and shame victims

It is important to note that there is also an unrelated ANUBIS
malware family

The Qilin ransomware group, active since at least August
2022, operates a ransomware-as-a-service (RaaS) model,
employing double extortion tactics: The ransomware used
is known as “Agenda”

Recently enhanced its offerings to affiliates, introducing a
"Call Lawyer" feature in early May 2025

Introduced a distributed denial-of-service (DDoS) capability
in April 2025. Other planned features include a DDoS panel,
an email spamming tool, a call/SMS spamming
tool/service, and the involvement of journalists.

Initial access is typically gained through leaked credentials
via a virtual private network (VPN), followed by the
deployment of tools like Cobalt Strike and Mimikatz for
persistence and further credential theft

g} C I ea rwa te r (v Google Threat Intelligence
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Wre in October
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Specialty Clinics Hit Hardest During November

Number or Reported Victims by Org Type Medical Practice Focus:
14 13 Continued increase in attacks on
12 mid-size organizations and other
10 healthcare business

Dominance in Data Exfiltration:

8
; . Data theft is a critical component
4 with many groups abandoning
A 3 3 -
5 > encryptlor! .
2 1 1 1 L 1 Geographic Concentration: The
0 U.S. remains the country with the
3 ' .
®,§\ o\°® & & @4\(’@ R .\A.\éb ° Q’Z§\ vy ;\\é@ C\\Q\O highest number of ransomware
s & & & N, RN G OO@ P o attacks on healthcare orgs
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&{.(\ @ \2@ \(\{b COQ
> N\ <
¥ @
N

KE C I ea rWa te r (v Google Threat Intelligence »



2025 Outcome is Dominated by Ransomware

11-50 employees
51-200 employees
201-500 employees
1-10 employees
501-1000 employees
1001-5000 employees
10,001+ employees
5001-10,000 employees

50
38

# Victims

32.66%
24.92%
14.48%
8.42%
7.74%
7.41%
3.37%
1.01%

Percent of Ransomware
Shaming Count

YTD

324 Victims
57 Threat Actors

0.00% 10.00% 20.00% 30.00% 40.00%
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Relevant Updates From the HSCC CWG

Health Sector Publishes Updated Cybersecurity Model Contract

The HSCC Cybersecurity Working Group (CWG) of the Healthcare and Public
Health Sector Coordinating Council (HSCC) published an updated reference for
shared cooperation and coordination between Healthcare Delivery Organizations
(HDOs) and Medical Device Manufacturers (MDMs) regarding the security,
compliance, management, operation, and services of medical technology in the
clinical environment

Model Contract-Language for MedTech
Cybersecurity -Version 2

Health Sector Publishes Previews to Al Cybersecurity Guidance
This series of one-page summaries of five separate HSCC Cybersecurity “t

workstreams on Artificial Intelligence offers a preview of best practices and white ,’yl l

=\/

papers that the Cybersecurity Working Group will publish in 2026 about A.l.:
1) Education and Enablement

2) Cyber Operations and Defense

) Governance
)
)

Secure by Design
Third Party Risk and Supply Chain Transparency.
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Recommended Actions for Healthcare Organizations

Focus Area

g% Clearwater  coogemeat eligence

Actions

= Enforce MFA on all accounts, especially remote access, VPNs, RDP and admin
= Limit external remote access to minimum necessary; strong RBAC
= Monitor & restrict third-party/vendor access

= Maintain a robust vulnerability management program
= Prioritize patching
= Ensure secure configuration of devices and hardening

= Maintain immutable, offline, air-gapped backups
= Regularly test backup restorations (table-top and live tests)
= Maintain anincident response plan for ransomware

= Deploy advanced endpoint detection & response (EDR)
= Have continuous monitoring of events
= Use threat intelligence to monitor for TTPs

= Segment critical clinical networks
= Harden and monitor network boundaries
= Logically isolate backups

= Assess cybersecurity posture of vendors, MSPs, medical-device suppliers
= Require vendor access to be tightly controlled
= Include in contracts obligations for incident reporting, security regs, and audits
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2025 Predictions — Review

Common Threads
Al in everything
Ransomware and Extortion will evolve
More vulnerabilities than ever before
Quantum
Supply Chain
New Tech to Save the Day (again)

€% Clearwater
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2025 Predictions — Al

Threat actors will leverage Al more for attacks
4 ) 4 N

= More Social Engineering

= Phishing 16.7% 36K 500%

Increase in logs from

Increase in

= Vishing automated scans Scans Per Second compromised
activity systems
= Deepfakes \ / \_ )
= Voice and Video Enabled with Al
Faster and Automated Exploitation Risk Impact to Healthcare based on 2025:

Likelihood: Impact:
Accuracy Analysis

B O G G

IS
bYd Clea rwater 4 critical | High 4 Moderate — No Change



2025 Predictions — Ransomware

2025 Activity Analysis

No Slow Down in Attacks
Tactics Will Change — move beyond encrypt only 4 A 4 h

= Data Harvesting 1 460/0 5 MinS 1 /6th

Prep time for

= Complex Extortion Schemes Increase Campaian down Of breaches involved
in attempts fronr')m 12 hours use of generative Al

= Leak Only Attacks \_ V. \_ )

= (CaaS - Cybercrime as a Service

= Apply Regulatory Exposure Pressure Risk Impact to Healthcare based on 2025:

= Al Will Drive evolution Likelihood:  Impact:

Accuracy Analysis

WK K W

€% Clearwater
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2025 Predictions — Vulnerabilities

2025 Activity Analysis

Number of Vulnerabilities will be largest ever

50000 46800
cp: . 40009
More Critical and Highs Reported 40000 P 42;924
“uaeo 29096 I 17% CVE's in 2025 so far
38%

Exploitation time will be reduced 20000
>24

10000 15%

0
CVEs Reported

Hours for 28% of
2022 m 2023 m2024 m2025 exploits

Risk Impact to Healthcare based on 2025:
Likelihood: 1 Impact: 1
Accuracy Analysis

WK K W
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2025 Predictions — Quantum

2025 Activity Analysis

Expected impact of Quantum will drive initiatives = Major Cloud Providers / laaS Providers ahead

Potential for Y2K “Like” Impact = Lack of real threat vs. potential limiting focus
= Good Hygiene now, Tracking Standards

Post Quantum Crypto planning and POCs = NIST Published PQC Standards

= Real world performance testing has been promising

Risk Impact to Healthcare based on 2025:
Likelihood: =— Impact. —
Accuracy Analysis

€% Clearwater
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2025 Predictions — Supply Chain

Supply Chain will remain major attack vector

One or Two Large Scale attacks will likely occur 4 o A o h
. . 100% 30% <50%
Third Party components and software will lead to o v
. g endors meet
increases in the number of breaches YoY Increase of Of all breaches organizational
breaches involving involve a third party cybersecurity
third party P requirements /

Risk Impact to Healthcare based on 2025:
Likelihood: 1 Impact: 1
Accuracy Analysis

WK K W
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2025 Predictions — Silver Bullet Solutions

2025 Activity Analysis

One Unified Platform supported by Al = XDR, Orchestration platforms with Al continue to
gain transaction

, , = True merging of these areas in a way that
Zero Trust for the Masses — Wide Adoption difves velli i ritee

Security Operations — Fully Al Assisted = Zero Trust Adoption is growing, however
= Limited deployment scope

= Often smaller organizations
= SOCs are actively using Al, but mileage varies

= Security, Compliance and Governance

= Discover threats no human could

Risk Impact to Healthcare based on 2025:
Likelihood: =— Impact: —
Accuracy Analysis

Y g ie

€% Clearwater
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2025 Predictions — Scorecard

Al will add scales and sophistication to
threat actor activity Correct WX R K K
z\?glic;mware will still be prominent, but Correct ¥ e K K

The number of vulns will only get larger Correct WOW WK

Preparing for Quantum computers will
be the next Y2K

Supply chains will contmug to be a major Correct S ¥ Y S
attack vector and grow in impact

Incorrect ‘

This is the year, solutions with Al, will be
the silver bullet to our woes InEeilEe! * i%
(o)
%
Overall Scores: 94 ﬁ? ﬁ? ﬁ( 3

Correct

€% Clearwater



The way too early 2026 predictions

Securing Al will be the most significant focus

Data Poisoning will be a huge attack vector and
vendor solution focus

One Al platform will have major breach

Threat actors will deploy full Al Supported and
real time enabled attack ware

Regulations will be adopted to better govern
usage of Al

Agentic Al we become another “identity” to
attack

€% Clearwater
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Upcoming Webinars + Events
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Rural Critical

Clearwater’s Rural Critical Access
Connect | December 18, 2025 |
10:30am — 11:30am CT

This session features Roger Neal,
VP/COO of Duncan Regional
Hospital, joining Jackie Mattingly and
Chad Walker to share 2025 lessons
and practical, high-impact
cybersecurity priorities for rural and
critical access hospitals—with clear
guidance on top risks, resource-
focused actions, and how leaders
can realistically strengthen their
programs in 2026.

Learn more here

€% Clearwater

Conversation with Greg Garcia |[Monthly
Cyber Briefing | January 8, 2026 |
12:00pm-1CT

We're excited to welcome Greg Garcia,
Executive Director of the Health Sector
Coordinating Council (HSCC), for next
month’s Cyber Briefing. Greg will share
what he's seeing across the healthcare
ecosystem- emerging industry
developments, new HSCC work
products, and the regulatory signals
that may shape 2026.

2026 Monthly Cyber Briefings:
The meeting will be held on the
second Thursday of the month
due to New Year's holiday.

All attendees from today will be
automatically rolled over into the
new 2026 series. Look out for an
invite coming later this month.
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https://clearwatersecurity.com/upcoming-webinars/clearwaters-rural-critical-access-connect-dec-18-2025/
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We are here to help.

Moving healthcare organizations to a
more secure, compliant, and resilient
state so they can achieve their
mission.
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Legal Disclaimer

Although the information provided by Clearwater Security & Compliance LLC may be helpful in informing customers and others who have an interest in
data privacy and security issues, it does not constitute legal advice. This information may be based in part on current federal law and is subject to
change based on changes in federal law or subsequent interpretative guidance. Where this information is based on federal law, it must be modified to
reflect state law where that state law is more stringent than the federal law or other state law exceptions apply. This information is intended to be a
general information resource and should not be relied upon as a substitute for competent legal advice specific to your circumstances. YOU SHOULD
EVALUATE ALL INFORMATION, OPINIONS AND RECOMMENDATIONS PROVIDED BY CLEARWATER IN CONSULTATION WITH YOUR LEGAL OR
OTHER ADVISOR, AS APPROPRIATE.

Copyright Notice

All materials contained within this document are protected by United States copyright law and may not be reproduced, distributed, transmitted,
displayed, published, or broadcast without the prior, express written permission of Clearwater Security & Compliance LLC. You may not alter or
remove any copyright or other notice from copies of this content.

*The existence of a link or organizational reference in any of the following materials should not be assumed as an endorsemernt by Clearwater
Security & Compliance LLC.

€% Clearwater
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