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All attendees in “Listen Only Mode”
Please ask content related questions in Q&A
 Recording, final slides, and resources shared within 24 hours
Please take a few minutes to provide feedback via survey prompt at 

the end of this session



Agenda & Speakers
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Cyber update
How to engage your C-suite and board in effective and ongoing dialogue 
about Enterprise Cyber Risk Management

Ste ve  Cagle
Chief Executive Officer
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Breach Reports via OCR Breach Portal 1 and SEC 
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 144.4M records reported breached in 2023, an increase of 156% vs 56.5 million in 2022
 2024 – 44.8m records from 358 breaches reported, 12% decrease in the number of records breached first 6 

months 2023, however increase of 7% in number of breaches reported

1HHS Breach Portal (data for 2023 pulled March 21, data for 2024 pulled June 3, 2024).

Notable in June 2024 breach data
 Fewer breaches reported (42 vs. average 

60/month for the first 6 months)

 Largest breach reported since last Cyber 
Briefing was A&A Services d/b/a Sav-Rx 
involving 2.8m individuals (ransomware)

 Geisinger experienced 1.2m record breach 
due to insider threat through business 
associate Nuance Communications, a 
division of Microsoft
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Ransomware Attacks From “Newer” Threat Actors
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Attack commences on July 2 - RansomHub

Ransomware attack led to harrowing lapses at Ascension hospitals, staffers say : NPR

Attack commences on May 8th - Blackbasta

Attack commences on June 3rd - Qilin

https://www.npr.org/2024/06/19/nx-s1-5010219/ascension-hospital-ransomware-attack-care-lapses


RansomHub
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RansomHub is growing into one of the fastest growing threat actors targeting healthcare. 

 Emerged February 2024 with over 45 
victims so far

 Targeting Windows, Linux, and ESXi 
systems with malware written in Go and 
C++ and has attacked misconfigured 
Amazon S3 buckets

 Attracting former affiliates of 
BlackCat/APLHV and Lockbit, paying 90% 
commission rate

 For more information on detection and 
mitigation techniques access Recorded 
Future’s (Insikt) Threat research bulletin

https://www.recordedfuture.com/research/ransomhub-draws-in-affiliates-with-multi-os-capability-and-high-commission-rates
https://www.recordedfuture.com/research/ransomhub-draws-in-affiliates-with-multi-os-capability-and-high-commission-rates


Qilin (aka Agenda)
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 Russian threat actor, began operations in 
2022, formerly known as “Agenda”

 Recruiting affiliates since 2023
 60 ransomware attacks since January 2024, 

including 15 on Healthcare and Public Health 
System, half of which were in U.S.

 Targets its victims through phishing and 
spear phishing emails and leverages 
exposed applications and interfaces such as 
Citrix and remote desktop protocol (RDP)

 Access the June 18, 2024 HC3 Threat Profile 
for more detail

Qilin is now the 4th largest ransomware threat actor, and actively targeting Healthcare.

https://www.hhs.gov/sites/default/files/qilin-threat-profile-tlpclear.pdf


Three HC3 Sector Alerts Since Last Briefing
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202406041700_Baxter Welch Allyn Vulnerabilities 
Sector Alert_TLPCLEAR (hhs.gov)

202406071200_Snowflake Sector 
Alert_TLPCLEAR (hhs.gov)

202406271500_MOVEit Sector 
Alert_TLPCLEAR (hhs.gov)

https://www.hhs.gov/sites/default/files/baxter-welch-allyn-vulnerabilities-sector-alert-tlpclear.pdf
https://www.hhs.gov/sites/default/files/baxter-welch-allyn-vulnerabilities-sector-alert-tlpclear.pdf
https://www.hhs.gov/sites/default/files/snowflake-sector-alert.pdf
https://www.hhs.gov/sites/default/files/move-it-sector-alert-tlpclear.pdf


Addressing Current Threat Environment
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 Mature your vulnerability management program
 Move from periodic scans to continuous scanning
 Establish capabilities to rapidly remediate or contain critical vulnerabilities

 Ensure MFA is in place for all public facing systems

 Ensure on-going monitoring of system activity to identity suspicious user behavior in EHRs

 Conduct or update your previous business impact analysis (BIA), with focus on impact of longer-term 
(weeks vs. days) unavailability of systems

 Update incident response plans to consider back-up procedures when a critical vendor is impacted by a 
ransomware attack

 Update your risk analysis to include all information systems with ePHI and/or that are critical to 
operations. Ensure risk analysis includes all potential vulnerability-threat scenarios, such as insider 
threats, credential compromises, and threats presented by third parties accessing your systems

Specific recommendations related to what was just discussed



Regulatory Update
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OCR Enforcement: Heritage Valley Health System
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1. Must “integrate risk analysis and risk 
management into business processes”

2. Must “conduct them regularly when new 
business operations and technologies are 
planned”

https://www.hhs.gov/about/news/2024/07/01/hhs-office-civil-rights-settles-hipaa-security-rule-failures-950000.html

 OCR’s third corrective action plan 
related to ransomware

 Failure to conduct a “compliant” 
risk analysis

 Failure to implement a contingency 
plan to address ransomware 
attacks 

 Failure to implement policies and 
procedures limiting access to ePHI

 $950,000 penalty and 3-year CAP

OCR States Its Expectations for Risk 
Analysis & Management

Latest resolution agreement reaffirms OCR’s focus on risk analysis and 
expectation of on-going, continuous risk analysis and risk response.



Texas Federal Judge Rules OCR’s Guidance on Online 
Tracking Technologies is Unlawful
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 The Court ruled that OCR’s guidance was unlawful 
and that it had exceeded its power in expanding the 
definition of IIHI

 Denied request for permanent injunction
 Important to note that FTC and state privacy laws 

still apply

Link to Decision: opinion-order-in-aha-et-al-v-xavier-becerra-et-al-6-20-2024.pdf

https://www.aha.org/system/files/media/file/2024/06/opinion-order-in-aha-et-al-v-xavier-becerra-et-al-6-20-2024.pdf


Compliance Recommendations
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1. Complete Gap Assessments of HIPAA and state requirements

2. Migrate your risk analysis and risk management process from a 
once-a-year event to an on-going program

3. Update your risk analysis to include changes to technologies and 
operations

4. Document your risk management plan, and keep it updated

5. Make updates to policies and procedures

6. Prepare for Cybersecurity Performance Goals mandates – potentially 
coming in the next months or even weeks



Changing the Conversation 
about Cybersecurity in 
Healthcare

Steve Cagle and Bob Chaput



Related Resources 
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https://amzn.to/3NYdafQ https://amzn.to/3TLOqJR 

https://amzn.to/3NYdafQ
https://amzn.to/3TLOqJR
https://amzn.to/3NYdafQ
https://amzn.to/3TLOqJR


How well-aligned are your 
ECRM strategies and goals 
with your Business strategies 
and goals?
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Access your complimentary Business-ECRM 
Alignment Diagnostic at 

https://bobchaput.com/alignmentdiagnostic/



Q&A
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Upcoming Webinars

Register here Register here Register here

https://clearwatersecurity.com/upcoming-webinars/the-405d-advantage-what-healthcare-leaders-should-know/
https://clearwatersecurity.com/upcoming-webinars/healthcare-and-the-dod-preparing-for-cmmc-compliance-july-31-1200-cst/
https://clearwatersecurity.com/upcoming-webinars/ocr-quality-risk-analysis-working-lab-2024-beginning-august-7th-1100-am-ct/


We are here to help. 
Moving healthcare organizations to 

a more secure, compliant, and 
resilient state so they can achieve 

their mission.
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www.ClearwaterSecurity.com

800.704.3394

LinkedIn | linkedin.com/company/clearwater-security-llc/

http://www.clearwatersecurity.com%C2%A0/
https://www.linkedin.com/company/clearwater-compliance-llc/
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Legal Disclaimer
Although the information provided by Clearwater Security & Compliance LLC may be helpful in informing customers and others who have an interest in 
data privacy and security issues, it does not constitute legal advice. This information may be based in part on current federal law and is subject to 
change based on changes in federal law or subsequent interpretative guidance. Where this information is based on federal law, it must be modified to 
reflect state law where that state law is more stringent than the federal law or other state law exceptions apply. This information is intended to be a 
general information resource and should not be relied upon as a substitute for competent legal advice specific to your circumstances. YOU SHOULD 
EVALUATE ALL INFORMATION, OPINIONS AND RECOMMENDATIONS PROVIDED BY CLEARWATER IN CONSULTATION WITH YOUR LEGAL OR 
OTHER ADVISOR, AS APPROPRIATE.

Copyright Notice
All materials contained within this document are protected by United States copyright law and may not be reproduced, distributed, transmitted, 
displayed, published, or broadcast without the prior, express written permission of Clearwater Security & Compliance LLC. You may not alter or 
remove any copyright or other notice from copies of this content.

*The existence of a link or organizational reference in any of the following materials should not be assumed as an endorsement by Clearwater 
Security & Compliance LLC. 
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